DPA_SUMMARY 1.5 - 26. 11. 2026 - sha256 cf2a8e68f991bc753169bb730cce986422429b67d5627d2be09026ad22fcOfff

Ochrana osobnich Gdaju v CFO Panorama -
strucnée

Kdo je kdo: Vase spolecnost je zpravidla spravcem; Hospitality CEE, s.r.o. je zpracovatelem klientskych
dat podle DPA. Pripadny retézec zpracovateld musi odpovidat ¢ldnku 2.2. Prijaté DPA obsahuje staly
pokyn k nezbytnému zavedeni, importdim, mapovani, diagnostice, podpore a provozu reportingu. Pro
kazdy takovy vstup pracovnika neni potfeba samostatny tiket nebo souhlas. Pro omezené viastni ucely,
napﬁklelad bezpecnost platformy a dikaz o smlouvé, jsme samostatnym spravcem podle zasad pro
uzivatele.

Jaké udaje: Ucetni exporty, Uuc¢tovy rozvrh, stfediska, Cinnosti, zakazky, rozpocty a pripadné statistiky
PMS. Mohou obsahovat osobni Udaje dodavatel(, zaméstnancd a hostu; jejich rozsah neni automaticky
zanedbatelny. Minimalizujte Gdaje a prednostne pouzivejte souhrny. Zvlastni kategorie, udaje podle
¢lanku 10 GDPR a rodna cisla nenahravejte bez predchozi pisemné dohody podle clanku 4.2 a
odpovidajicich opatreni.

Kde jsou data: Databaze, soubory a zalohy Sluzby jsou v Google Cloud ve Frankfurtu. Resend zpracovava
transakéni e-maily také v USA; Microsoft 365 slouzi pro podporu. Zahrani¢ni podpora a globaini
infrastruktura mohou znamenat predani mimo EHP. Pouzitelné mechanismy a poskytovatele uvadi ¢lanek
8 a Priloha C; samotny region EU nestaci. Seznam: https://cfopanorama.com/legal/sub-processors.

Zabezpeceni a pfistup: Oddéleni klientd, role, povinné 2FA pro administratory, editory a pracovniky,
Sifrovani a sedmidenni databazové zalohy. Superuzivatel poskytovatele ma plna administratorska
opravnéni ve vsech skupinach pro ¢innosti podle pokynd, véetné importd a nastaveni reportingu;
nejméné kazdych 12 hodin obnovuje druhy faktor. Nezbytné zadznamy pristupl a vyznamnych tkon{ jsou
viditeIné v Nastaveni - Protokol pristupu platformy. Bézné bezpecnostni a diagnostické zaznamy se
uchovavaji nejdéle 90 dni; provozni historie vaseho reportingu (importy, mapovani, zapisy, zmeny
uzivateld) je soucasti vasich dat a maze se s nimi; samostatna dlouhodoba historie béznych zobrazeni
stranek se nevede. Vyjimky pro konkrétni incidenty, povinnosti a pravni naroky jsou uzké a dolozené.

Incident: Poruseni zabezpecleni vam oznamime bez zbyteCného odkladu, nejpozdeji do 48 hodin od
chvile, kdy se o0 ném dozvime (vCetnée zpravy od subdodavatele).

Subdodavatelé a Al: Zmény oznamujeme podle ¢lanku 7 DPA, zpravidla 30 dni pfedem; pro zmény
subdodavatelll dodavatele a naléhavé situace plati zvlastni postup ¢lankl 7.2 a 7.4; pravo na namitku a
reSeni zUstava zachovano. Zadna klientska Al funkce neni aktivni. Budouci funkce pres Vertex Al s
koncovym bodem v EU vyzaduje predchozi oznameni konkrétniho zpracovani a vas vyslovny doloZzeny
pokyn; data se nepouziji k trénovani modeld.

Vymaz a konec spoluprace: Standardné mate 30 dni pfistup pouze pro Cteni k exportu. Opravnéna osoba
miZze kdykoli pozadat o dfivéjsi vymaz vymezenych nebo vSech klientskych dat; na konec exportni Ihity
se pak neceka. Vymaz z aktivnich systémi se provadi bez zbyte¢ného odkladu, nejen skrytim dat. Zalohy
databaze zanikaji v sedmidennim cyklu a zbytkové kopie Google v jeho cyklu az do 180 dni od zahajeni
prislusného vymazu. Pouze Uzce odlvodnéné zakonne Gdaje a minimalni dliikazy pravnich narokd mohou
zUstat podle ¢lanku 14.5. Vymaz uzivatelského G¢tu sdm nevymazava data celé spolecnosti; oznaceni
~Smazany uzivatel #id“ neni automaticky anonymizace.

Co potrebujeme od vés: Uvedte kazdou spole¢nost a dolozte opravnéni podle DPA. Pri spole¢ném jednani
prijmou stejné znéni a seznam spolecnosti vsechny potfebné osoby; alternativou je fadna plna moc nebo
podepsana listina. Samotné Clenstvi ve skupiné opravnéni nedava. Do dokonceni prijeti a potfebného
povéreni nelze data nahrdvat. Vyplnte Prilohu A, spravujte uzivatele, minimalizujte data a uchovavejte
vlastni Gc€etni origindly. Zasady pro uzivatele: https://cfopanorama.com/legal/user-privacy-notice.
Kontakt: privacy@cfopanorama.com.

Toto shrnuti (verze 1.5 ze dne 27. fijna 2026) je pouze orienta¢ni a neni soucasti smlouvy. Rozhoduje
pouzitelné DPA verze 1.5. Ceska verze ma prednost.
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Data protection at CFO Panorama - in brief

Who is who: Your company is normally the controller; Hospitality CEE, s.r.o. is the processor of client data
under the DPA. Any processor chain must satisfy Article 2.2. The accepted DPA contains standing
instructions for necessary onboarding, imports, mapping, diagnostics, support and reporting operations.
Each such staff access does not require a separate ticket or consent. For limited purposes of our own,
such as platform security and contract evidence, we are an independent controller under the user notice.

What data: Accounting exports, chart of accounts, cost centres, activities, jobs/projects/orders, budgets
and possibly PMS statistics. These may contain suppliers’, employees’ and guests’ personal data; their
scope is not automatically insignificant. Minimise data and prefer aggregates. Do not upload special
categories, Article 10 GDPR data or birth numbers without prior written agreement under Article 4.2 and
appropriate measures.

Where data are: Service databases, files and backups are in Google Cloud in Frankfurt. Resend also
processes transactional emails in the USA; Microsoft 365 is used for support. Overseas support and global
infrastructure may involve transfers outside the EEA. Article 8 and Annex C set out the applicable
mechanisms and providers; an EU region alone is insufficient. List:
https://cfopanorama.com/legal/sub-processors.

Security and access: Client separation, roles, mandatory 2FA for admins, editors and staff, encryption and
seven-day database backups. The provider’s superuser has full administrator rights in every group for
instructed activities, including imports and reporting setup; second-factor verification is renewed at least
every 12 hours. Necessary access and material-operation records are visible under Settings — Platform
access log. Routine security and diagnostic records are kept for no more than 90 days; the operational
history of your reporting (imports, mapping, entries, user changes) is part of your data and is deleted
with it; no separate long-term history of routine page views is maintained. Exceptions for specific
incidents, duties and legal claims are narrow and documented.

Incidents: We notify you of a personal data breach without undue delay and within 48 hours of
becoming aware (including notice from a sub-processor).

Sub-processors and Al: Changes are notified under DPA Article 7, normally 30 days in advance; changes
to a supplier’'s own sub-processors and urgent situations follow the special procedure in Articles 7.2 and
7.4; the right to object and obtain a resolution remains. No client Al feature is active. A future feature
through Vertex Al with an EU endpoint requires prior notice of the specific processing and your express
documented instruction; data will not be used to train models.

Deletion and termination: You normally have 30 days’ read-only export access. An authorised person
may request earlier deletion of specified or all client data at any time; the export period then need not
expire first. Active-system deletion occurs without undue delay and is more than hiding data. Database
backups expire in a seven-day cycle and residual Google copies in its cycle up to 180 days from initiation
of the relevant deletion. Only narrowly justified statutory data and minimal legal-claims evidence may
remain under Article 14.5. Deleting a user account does not itself delete the whole company’s data;
“deleted user #id” is not automatically anonymisation.

What we need from you: Identify every company and establish authority under the DPA. Where joint
representation is required, all necessary persons accept the same text and company schedule;
alternatives are a valid power of attorney or signed document. Group membership alone gives no
authority. Uploads are blocked until acceptance and necessary authorisation are complete. Complete
Annex A, manage users, minimise data and retain your own original accounting records. User notice:
https://cfopanorama.com/legal/user-privacy-notice. Contact: privacy@cfopanorama.com.

This summary (version 1.5 dated 27 October 2026) is guidance only and not part of the contract. The
applicable DPA, version 1.5, governs. The Czech version prevails.
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