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SMLOUVA O ZPRACOVANI OSOBNICH uDAJU

uzavrend podle ¢l. 28 odst. 3 narizeni Evropského parlamentu a Rady (EU) 2016/679 (obecné nafrizeni o
ochrané osobnich udajl, dale jen ,GDPR")

Verze 1.5 ze dne 27. fijna 2026 (nahrazuje verzi 1.2 ze dne 30. zafi 2026, verzi 1.3 ze dne 22. fijna 2026
a verzi 1.4 ze dne 26. rijna 2026). Datum ucinnosti je uvedeno pfi zvefejnéni na
https://cfopanorama.com/legal/ a v ozndmeni podle ¢lanku 17.2.

Smluvni strany

— doplni se pfi prijeti —

ICO: — doplni se pri prijeti —, se sidlem — doplni se pfi prijeti —,
— doplni se pfi prijeti —,

za niz jedna — doplni se pfi prijeti —

(dale jen ,Spravce”)

a

Hospitality CEE, s.r.o.

ICO: 19489617, se sidlem Kaprova 42/14, Staré Mésto, 110 00 Praha 1,

zapsana v obchodnim rejstriku vedeném Méstskym soudem v Praze, oddil C, vloZzka 387413,
jednajici Annou Dempsey, jednatelkou

(dale jen ,Zpracovatel”)

(Spravce a Zpracovatel spole¢né dale jen ,,Smluvni strany”, jednotlivé ,,Smluvni strana“.)

Uvodni ustanoveni

A. Zpracovatel provozuje webovou platformu pro manazersky reporting dostupnou pod doménou
cfopanorama.com a pod obchodnim oznacenim ,,CFO Panorama“ (dale jen ,,Sluzba“).

B. Spravce Sluzbu vyuziva nebo hodla vyuzivat na zakladeé Hlavni smlouvy. Pfi poskytovani Sluzby
Zpracovatel pro Spravce zpracovava osobni udaje obsazene zejména v ucetnich datech Spravce a v
uzivatelskych uctech.

C. U¢elem této smlouvy je upravit prava a povinnosti Smluvnich stran pfi tomto zpracovani v souladu s ¢I.
28 GDPR.

Clanek 1 - Definice a vyklad

1.1 Pojmy ,0sobni udaje”, ,zpracovani“, ,spravce”, ,zpracovatel”, ,subjekt udajd”, ,poruseni ;
zabezpeceni osobnich udaju”, ,zvlastni kategorie osobnich udaju” a ,,dozorovy urad” maji vyznam, ktery
jim prirfazuje GDPR (zejména cl. 4 a 9).

1.2 ,Hlavni smlouva“ je smlouva, na jejimz zdkladé Zpracovatel poskytuje Spravci Sluzbu. BEhem
bezuplatné beta faze jde o smlouvu podle Podminek beta testovani sluzby CFO Panorama (,,Podminky
beta testovani“). Jind, zejména placend smlouva se pouzije jen tehdy, pokud ji Smluvni strany radné
uzavrely; tyto podminky samy nezavadéji placenou sluzbu.

1.3 ,0sobni Udaje Spravce*” jsou osobni Udaje, které Zpracovatel zpracovava pro Spravce pfi poskytovani
Sluzby a které jsou popsany v Priloze A.

1.4 ,Uzivatel” je fyzickd osoba, jejiz pfistup ke SluZbé& pro Spravce byl fadné schvalen, at jiz na zakladé
pozvanky nebo schvalené samostatne registrace. Registrace ani role administratora samy nezakladaji
opravnéni uzavrit smlouvu za Spravce.

1.5 ,Dalsi zpracovatel” je subdodavatel, kterého Zpracovatel zapoji do zpracovani Osobnich udaj
Spravce (¢l. 28 odst. 2 a 4 GDPR).

1.6 ,,Pracovni den“ je den, ktery neni sobotou, nedéli ani svatkem v Ceské republice.
1.7 Prilohy A (Popis zpracovani), B (Technicka a organizacni opatreni), C (Dalsi zpracovatelé) a, pouZije-li

se, D (Doplikova opatreni pro zdravotni a obdobne Udaje) jsou nedilnou soucasti této smlouvy. Nadpisy
slouzi pouze pro orientaci.

v

Clanek 2 - Predmeéet smlouvy a role Smluvnich stran
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2.1 Zpracovatel se zavazuje zpracovavat Osobni Udaje Spravce jménem Spravce v rozsahu, za Gucelem a
po dobu stanovené v této smlouve a v Priloze A. Spravce se zavazuje poskytovat Zpracovateli soucinnost
podle této smlouvy.

2.2 Kazda primo smluvni spolecnost a jeji role jsou uréeny v zaznamu o prijeti nebo podepsané dohodé a
v Priloze A, Casti 2. Nahrava-li Spravce udaje dalSich spolecnosti, zajisti budjejich platné pfistoupeni
prostrednictvim opravnénych zastupcl, nebo doloZi, Ze je zpracovava jako zpracovatel a Ze prislusny
spravce povolil zapojeni Zpracovatele jako dalSiho zpracovatele podle ¢l. 28 GDPR. Pfed umoznénim
nahravani idajl dané spole¢nosti musi byt prislusne opravnéni a smluvni zapojeni dolozeno. Jedna osoba
mUze prijmout smlouvu za vice spole¢nosti pouze v rozsahu opravnéni za kazdou z nich. Spole¢né
kontaktni misto udeluje pokyny a pfijima oznameni jen v rozsahu pfislusného povereni; samotna
prislusnost ke skupiné toto povéreni nenahrazuje.

2.3 Zpracovatel jedna jako samostatny spravce pouze pro vlastni, samostatne urCené ucely: spravu
smluvniho vztahu a kontaktl, plnéni vlastnich Gcetnich a danovych povinnosti, nezbytné zabezpeceni
Sluzby a prokazovani pravnich narokd. Pro tyto Gcely zpracovava jen nezbytné (daje podle zasad
ochrany osobnich Gdajd na https://cfopanorama.com/legal/user-privacy-notice. U¢etni obsah a
uzivatelské a provozni zaznamy vedené pro reporting Spravce zpracovava jako zpracovatel; toto
postaveni se posuzuje podle Ucelu, nikoli pouze podle ndzvu databazové tabulky. Stejny Gdaj mize
slouzit rliznym Gcel@im, ale samostatné spravcovstvi neopravnuje k plosSnému ponechani klientskych dat
po vymazu. Osoby primo podrizené Zpracovateli jednaji podle jeho pokynl v souladu s pokyny Spravce; u
samostatnych dodavatell se podle skute¢né ¢innosti posoudi rezim Dalsiho zpracovatele.

2.4 Pokud by Zpracovatel v rozporu s touto smlouvou sam urcil Gcely a prostredky zpracovani, povazuje
se ve vztahu k takovému zpracovani za sprévce (¢l. 28 odst. 10 GDPR).

Clanek 3 - Pokyny Spravce

3.1 Zpracovatel zpracovava Osobni Gdaje Spravce pouze na zakladé dolozenych pokyn( Spréavce, a to |
pokud jde o predani do treti zemeé nebo mezinarodni organizaci, ledaze mu zpracovani ukldda pravo
Evropské unie nebo ¢lenského statu, které se na Zpracovatele vztahuje. V takovém pripadé Zpracovatel
Spravce informuje o tomto pravnim poZadavku pred zahajenim zpracovani, ledaze toto pravo takové
informovani zakazuje z dllezitych divod( verejného zajmu (¢l. 28 odst. 3 pism. a) GDPR).

3.2 DoloZzenymi pokyny jsou tato smlouva a Hlavni smlouva, Ukony a nastaveni opravnénych Uzivatell a
dalsi pisemné, vcetné elektronickych, pokyny opravnénych kontaktd podle Pfilohy A. Uzavienim smlouvy
Spravce dava trvaly pokyn k nezbytnému pfistupu a zpracovani pro onboarding, nastaveni a provoz
reportingu, import, kontrolu a mapovani dat, diagnostiku a FeSeni problém(, podporu, Gdrzbu, obnovu a
zabezpeceni Sluzby. Tento pokyn zahrnuje technické opravy a Upravy dat potiebné k provedeni
sjednaného reportingu; obchodni rozhodnuti, vécné Gcetni volby a pridéleni novych uzivatelskych
opravnéni musi odpovidat povéreni Spravce. V tomto rozsahu neni nutny samostatny souhlas ani tiket
pro kazdy pfristup pracovnika. Cinnosti nad tento rozsah vyzaduji dalsi dolozeny pokyn.

3.3 Zpracovatel Spravce neprodlené informuje, pokud ma za to, ze pokyn porusuje GDPR nebo jiné
pouzitelné predpisy o ochrané osobnich udaju, a mize jeho provedeni pozastavit do vyjasnéni. Pokyn, o
némz zjisti, ze je protipravni, neprovede ani po jeho potvrzeni Spravcem.

3.4 Pokyny, které presahuji funkénost Sluzby popsanou v Hlavni smlouvé, je Zpracovatel opravnén
odmitnout nebo provést za Uplatu sjednanou predem. Tim nejsou dotéeny povinnosti Zpracovatele podle
GDPR a této smlouvy.

3.5 Zpracovatel nepouzije Osobni Udaje Spravce ani jina data Spravce k vlastnim Gceldm; zejména z nich
nevytvari souhrnné ani anonymizovaneé statistiky Ci srovnavaci prehledy (benchmarky) a nepouziva je k
trénovani modell umélé inteligence. Tim neni dotcen Clanek 2.3.

Clanek 4 - Povinnosti Spravce

4.1 Spravce odpovida za to, Ze ma ke zpracovani Osobnich Gdaji Spravce pravni titul, Zze subjekty udajd
byly o zpracovani fadné informovany a ze jeho pokyny jsou v souladu s pravnimi predpisy.

4.2 Spravce nahrava jen Udaje potiebné pro manazersky reporting. Bez predchozi pisemné dohody se
Zpracovatelem o konkretnim rozsahu a opatrenich nebude zamérne nahravat zvlastni kategorie osobnich
udajd podle ¢l. 9 GDPR, udaje podle ¢l. 10 GDPR ani rodna disla. Vyjimka se zaznamena v Pfiloze A, ¢asti
2; pouzije se Priloha D a pripadnd dalsi sjednanéd opatreni. Samotné jednostranné vyplnéni Prilohy A
nepostacuje. Spravce zajisti pfislusny pravni zéklad a dalSi podminky podle prava; DPA je nenahrazuje.
Podrobné mzdy, texty dokladl a fakturace pacientlm ¢i zdravotnim pojistovnam mohou citlivé Gdaje
obsahovat; Spravce prednostné pouziva souhrnné nebo ocisténé exporty. Zpracovatel pfijme primérend
opatreni k omezeni nechténého importu; automatické upozornéni nenahrazuje kontrolu Spravce ani
nezarucuje odhaleni vSech takovych Gdajd.

4.3 Spravce spravuje Uzivatele a jejich role, zajisti, aby pfistup ke Sluzbé mély jen osoby, které jej
potrebuji, a bez zbytecného odkladu zrusi pristup osobam, které jej jiz nepotrebuji. Spravce odpovidéa za
jednani svych Uzivatell a zajisti, aby nesdileli své pfihlasovaci Gdaje ani prostfedky dvoufazového
oveéreni.
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4.4 Spravce oznadmi Zpracovateli bez zbyte¢ného odkladu kazdé zjisténé nebo podezielé poruseni
zabezpeceni tykajici se Sluzby nebo pristupovych Gdajd svych Uzivatel.

Cldnek 5 - Ml¢enlivost

5.1 Zpracovatel zajisti, aby se osoby opravnéné zpracovavat Osobni Gdaje Spravce (zaméstnanci,
¢lenové organt a externi spolupracovnici) zavazaly k mi¢enlivosti nebo aby se na né vztahovala zdkonna
povinnost micenlivosti (¢l. 28 odst. 3 pism. b) GDPR), a aby tyto osoby zpracovavaly Osobni (daje
Sprévce pouze na pokyn Zpracovatele v souladu s touto smlouvou (¢l. 29 a ¢l. 32 odst. 4 GDPR).

5.2 Povéreni pracovnici Zpracovatele mohou mit plny administratorsky pristup ke kterékoli klientské
skupiné v rozsahu nezbytném k provadéni pokynu podle ¢lanku 3.2. Mohou zejména nahréavat,
kontrolovat a mapovat data, provadét technické opravy, pofizovat nebo meénit zapisy ve Sluzbé podle
sjednaného reportingu, pripravovat vystupy a spravovat uzivatele v rozsahu povereni Spravce. Pristup
neni omezen na Ctenfi a nemusi byt podminén samostatnym pozadavkem podpory. Opravnéni samo
neopravnuje k nesouvisejicimu pouziti Gdajd. PFistup je omezen na pracovniky, ktefi jej potfebuji, podléha
mlfel‘r]wlivosti, dvoufdzovému overeni a pfimérenému zaznamu bezpecnostné vyznamnych cinnosti podle
Prilohy B.

5.3 Povinnost micenlivosti trva i po skonceni této smlouvy a po skonceni pracovniho ¢i jiného vztahu
dotCenych osob se Zpracovatelem.

Clanek 6 - Zabezpecleni zpracovani

6.1 Zpracovatel pfijme a udrzuje technicka a organizacni opatreni podle Cl. 32 GDPR popsana v Pfiloze B,
s ohledem na stav techniky, naklady na provedeni, povahu, rozsah, kontext a Gcely zpracovani i na ruzné
pravdépodobnd a rlzné zavazna rizika pro prava a svobody fyzickych osob.

6.2 Zpracovatel je opravnén opatreni podle Prilohy B ménit v souvislosti s technickym vyvojem, pokud
tim nesnizi celkovou Uroven zabezpeceni. Podstatné zmény oznami Spravci zverfejnénim aktualizované
Prilohy B ve Sluzbé.

6.3 Spravce potvrzuje, Ze se s opatienimi podle Pfilohy B seznamil a Ze je s ohledem na povahu Osobnich
Udajd Spravce povazuje za primérend. Toto potvrzeni nezbavuje Zpracovatele jeho zakonnych povinnosti.

Clanek 7 - Dalsi zpracovatelé

7.1 Spravce udéluje Zpracovateli obecné pisemné povoleni k zapojeni Dalsich zpracovatell (¢I. 28 odst. 2
GDPR). Dalsi zpracovatelé ke dni uzavreni této smlouvy jsou uvedeni v Priloze C; Spravce jejich zapojeni
timto schvaluje.

7.2 Zpracovatel ozndmi Spravci zamysSlené pridani nebo nahrazeni DalSiho zpracovatele nejméné 30 dni
predem, a to e-mailem administratoriim Spravce ve Sluzbé a zverejnénim aktualizovaného seznamu na
<https://cfopanorama.com/legal/sub-processors>. Ozndmeni uvede nazev a sidlo Dalsiho zpracovatele,
jeho cinnost, zpracovavané kategorie Gdajl, misto zpracovani a zaruky pro pfipadné predani do treti
zemé. Oznamuje-li Dalsi zpracovatel zmény svych subdodavatelll v kratsi Ih(ite, pfeda Zpracovatel
oznameni Spravci bez zbyteCného odkladu po jeho obdrzeni, a umoznuje-li to IhGta Dalsiho zpracovatele,
nejméné 14 dni predem; jinak se pouzije ¢lanek 7.4 obdobné.

7.3 Spravce muize proti zméné z opravnénych ddvodl tykajicich se ochrany osobnich Gdajd vznést
pisemnou namitku do 14 dni od oznameni. Smluvni strany v dobré vife projednaji feSeni (napf, nevyuziti
dotcené funkce pro Spravce). Nedojde-li k dohodé do dne ucinnosti zmeény, je Spravce opravneén Hlavni
smlouvu v rozsahu dotc¢ené Sluzby vypovédét s Ucinnosti nejpozdéji ke dni Ucinnosti zmény, bez sankce;
Zpracovatel mu vrati pomérnou ¢ast predem uhrazené ceny za nevycerpané obdobi. Nevznese-li Spravce
namitku ve IhQté, plati, Ze se zménou souhlasi.

7.4 Je-li zména nezbytna naléhavé z bezpecénostnich ddvodl nebo pro ukonceni sluzby Dalsiho
zpracovatele, oznami Zpracovatel dlvod a ochranna opatreni co nejdrive, pokud mozno predem.
Zachova podminky povoleni podle ¢l. 28 odst. 2 GDPR a skute¢nou moznost vznést namitku; IhGta k
namitce je 14 dni od oznameni. Nelze-li zapojeni zakonné provést y ramci stavajiciho povoleni, ziska pred
predanim konkrétni povoleni nebo dotéené zpracovdani pozastavi. Cldnek 7.3 se pouzije obdobné.

7.5 Funkce vyzadujici nového DalSiho zpracovatele nebo novou cinnost u stavajiciho Dalsiho zpracovatele
se zavadéji postupem podle ¢lankd 7.2 az 7.4. Funkce umélé inteligence nejsou aktualné aktivni; pro
Spravce budou spustény pouze po oznameni konkrétniho rozsahu, dodavatel(l, umisténi, uchovani a
predani Gdajl a po vyslovné aktivaci opravnénym administratorem. Aktivace je doloZzenym pokynem
klienta, nikoli nahradou pravniho zakladu subjektl Gdajl. Zpracovatel pfedem ovéFi podminky
konkrétniho modelu; zpracovani pro tyto funkce bude probihat v EU a Udaje Spravce nebudou pouzity k
trénovani modeld.

7.6 Zpracovatel ulozi kazdému Dalsimu zpracovateli smlouvou stejné povinnosti tykajici se ochrany
udaju, jaké ma Zpracovatel podle této smlouvy, zejména povinnost poskytnout dostatecné zaruky
zavedeni vhodnych technickych a organizacnich opatreni (¢l. 28 odst. 4 GDPR). U Dalsich zpracovateld
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poskytujicich standardizované cloudové sluzby mlze Zpracovatel vyuzit jejich standardni smluvni
podminky o zpracovani osobnich Gdajd, pokud spliuji poZzadavky ¢l. 28 GDPR. Podstatné odchylky od Ih{t
a prav v této smlouvé (zejména pokud jde o ohlasovani incidentt, vymaz, audity a zmény subdodavatel()
jsou uvedeny v Pfiloze C. Zpracovatel odpovida Spravci za plnéni povinnosti DalSiho zpracovatele v
plném rozsahu. Uvedeni odchylek v Priloze C nezhojuje nesoulad s GDPR. Zpracovatel zajisti odpovidajici
_smllt#]vn[ krP(/tl’ a zpristupni informace potrebné k identifikaci relevantnich DalSich zpracovatell a ovéreni
jejich zaruk.

Clanek 8 - Predavani do tretich zemi

8.1 Zpracovatel ukladad Osobni Udaje Spravce v Evropském hospodarském prostoru, zejména v datovém
centru Google Cloud v regionu europe-west3 (Frankfurt nad Mohanem, Némecko); dalSi mista zpracovani
uvadi Priloha C. Predani do treti zemé nebo mezindrodni organizaci je pripustné pouze za podminek
kapitoly V GDPR (Cl. 44 az 49).

8.2 Spravce bere na védomi a povoluje pfedani uvedena v Pfiloze C, ktera se opiraji o: (a) rozhodnuti
Komise o odpovidajici ochrané podle ¢l. 45 GDPR, zejména provadéci rozhodnuti Komise (EU) 2023/1795
ze dne 10. ¢ervence 2023 o ramci EU-USA pro ochranu osobnich Gdajd (EU-U.S. Data Privacy Framework),
jde-li o prijemce certifikovaného podle tohoto rdmce; nebo (b) standardni smluvni dolozky podle
provadéciho rozhodnuti Komise (EU) 2021/914 ze dne 4. ¢ervna 2021 (¢l. 46 odst. 2 pism. c) GDPR),
pripadné s dopliikovymi opatrenimi.

8.3 Zpracovatel oveéri pouzitelny mechanismus a rozsah predani vCetné relevantnich navazujicich
predani. Pozbude-li mechanismus Ucinnosti, zajisti pred pokracovanim dotc¢eného predavani jiny platny
mechanismus, jinak je pozastavi nebo ukonci, a Spravce informuje. Samotné umisténi Ulozisté nebo
koncového bodu v EU nepotvrzuje vsechny lokality zpracovani. Informace o pouzitych zarukdach jsou
Spréavci dostupné na zadost.

8.4 Vyzaduje-li to predani podle Prilohy C, je Zpracovatel opravnén uzavfit s Dalsim zpracovatelem
standardni smluvni dolozky (modul 3 - prfedani mezi zpracovateli) vlastnim jménem.

Clanek 9 - Prava subjektd Udajd

9.1 Zpracovatel Spravci s ohledem na povahu zpracovani pomaha prostrednictvim vhodnych technickych
a organizacnich opatreni, pokud je to mozné, plnit povinnost Spravce reagovat na zddosti o vykon prav
subjektd Gdajd stanovenych v kapitole Il GDPR (¢l. 28 odst. 3 pism. e) GDPR).

9.2 Tuto pomoc Zpracovatel poskytuje predevsim prostfednictvim funkci Sluzby (zobrazeni a export dat,
vymaz importnich davek, sprava UzZivatel(), a nejsou-li k dispozici, na Zadost Spravce zaslanou podpore
Zpracovatele. Spravce bere na vedomi, ze Osobni Udaje Spravce ve Sluzbé jsou kopiemi GCetnich
zaznamU vedenych v jeho Gc¢etnim softwaru; opravu je proto zpravidla treba provést ve zdrojovém
systému a data do Sluzby nahrat znovu. Soucinnost poskytne bez zbyte¢ného odkladu tak, aby Spravce
mohl splnit prislusné zdkonné Ihity; jeji rozsah zohledni povahu Gdaju a Zadosti.

9.3 Obdrzi-li Zpracovatel zadost subjektu Gdaji pfimo, postoupi ji bez zbyte¢ného odkladu Spravci a sam
na ni vécné neodpovi, ledaze jej k tomu Sprévce povéri.

Cladnek 10 - Daléi soucinnost

10.1 Zpracovatel Spravci s ohledem na povahu zpracovani a informace, které ma k dispozici, poskytne
primérenou soucinnost pri zajiStovani souladu s povinnostmi podle ¢l. 32 az 36 GDPR, zejména pfri
posouzeni vlivu na ochranu osobnich Gdajd a pri predchozi konzultaci s dozorovym Gradem (¢l. 28 odst. 3
pism. f) GDPR).

10.2 Soucinnost spocivajici v poskytnuti existujici dokumentace (tato smlouva, jeji prilohy, dokumentace
DalSich zpracovatel(l) poskytuje Zpracovatel beziplatné. Rozsahlejsi soucinnost mlize Zpracovatel
Uctovat podle predem sdélené sazby; to neplati, byla-li potfeba soucinnosti vyvolana porusenim
povinnosti Zpracovatele. Spor o odménu nesmi zdrzet soucinnost nezbytnou k dodrzeni zakonné Ih{ty.

Clanek 11 - Porudeni zabezpeceni osobnich Gdajd

11.1 Zpracovatel ohlasi Spravci poruseni zabezpeceni Osobnich Udajd Spravce bez zbyte¢ného odkladu
poté, co se o ném dozvi (¢l. 33 odst. 2 GDPR), nejpozdéji vSak do 48 hodin od okamziku, kdy se o
poruseni dozvi Zpracovatel. Za okamzik uvédomeéni se povazuje i okamzik, kdy Zpracovatel obdrzi
oznameni od Dalsiho zpracovatele. Ohlaseni zasle na e-mailovou adresu pro bezpecnostni oznameni
uvedenou v Priloze A, ¢asti 2, a administratordm Spravce ve Sluzbé; hrozi-li vysoké riziko pro prava a
svobody fyzickych osob, pokusi se Zpracovatel Spravce kontaktovat i telefonicky. Lhdta 48 hodin je
nejzazsi Ihdtou, nikoli opravnénim oznameni odkladat. Zpracovatel preda dostupné informace bez
zbyte¢ného odkladu a doplni je podle ¢lanku 11.2; neceka na Uplné vysetreni. OdliSné podminky DalSiho
zpracovatele neomezuji zakonné povinnosti Zpracovatele ani ¢lanek 7.6.

11.2 Ohlaseni obsahuje, pokud je to mozné, informace uvedené v ¢l. 33 odst. 3 GDPR, zejména popis



povahy poruseni véetné kategorii a priblizného poctu dotéenych subjektl Gdajd a zdznamU, kontaktni
osobu, pravdépodobné dlsledky a prijatd nebo navrhovana opatreni. Nelze-li informace poskytnout
soucasné, poskytne je Zpracovatel postupné bez dalsiho zbytec¢ného odkladu (¢l. 33 odst. 4 GDPR).

11.3 Zpracovatel neprodlené prijme primérena opatreni k zastaveni poruseni a ke zmirnéni jeho moznych
nepfiznivych dopadu, dokumentuje je a poskytne Spravci soucinnost pfi ohlaseni poruseni dozorovému
Uradu a jeho ozndmeni subjektldm Udajd (¢l. 33 a 34 GDPR). O ohlaseni a ozndmeni rozhoduje Spravce.

11.4 Bez predchoziho souhlasu Spravce Zpracovatel o poruseni tykajicim se Osobnich Gdaji Spravce
neinformuje treti osoby, s vyjimkou svych odbornych poradct, dotéenych Dalsich zpracovatell a organ(
verejné moci, vyzaduje-li to pravni predpis.

11.5 Ohlaseni poruseni zabezpecleni Zpracovatelem neni samo o sobé uznanim jeho zavinéni ani
odpovednosti.

Cldnek 12 - Informace a audity

12.1 Zpracovatel zpfistupni Spravci vSechny informace potrebné k dolozeni splnéni povinnosti
stanovenych v ¢l. 28 GDPR a umozni audity, v€etné inspekci, provadéné Spravcem nebo jinym
auditorem, kterého Spravce povéril, a k témto auditlim prispéje (¢l. 28 odst. 3 pism. h) GDPR), a to za
podminek tohoto ¢lanku.

12.2 Spravce nejprve vyuzije: (a) tuto smlouvu a jeji prilohy; (b) pisemné odpovédi Zpracovatele na
priméreny bezpecnostni dotaznik, nejvyse jednou za 12 mesicl; a (c) certifikace a auditni zpravy Dalsich
zpracovatell (napf. ISO/IEC 27001 a SOC 2 u Google Cloud), pokud je Zpracovatel smi Spravci
zpfistupnit.

12.3 Nepostacuji-li informace podle ¢lanku 12.2 k prokazani souladu, mlze Spravce provést audit nebo
kontrolu za téchto podminek: (a) nejvyse jednou za 12 mésic(, ledaze audit nafidi dozorovy Grfad nebo
navazuje na poruseni zabezpeceni Osobnich udaj Spravce; (b) na zakladé pisemného oznameni
doruc¢eného nejméné 30 dni predem, které obsahuje navrzeny rozsah; (c) v Pracovni dny v obvyklé
pracovni dobé, prednostné na dalku a bez narusSeni Sluzby; (d) auditor je vazan micenlivosti a nenf
konkurentem Zpracovatele; (e) audit se nevztahuje na data jinych zdkaznik® ani na datova centra Dalsich
zpracovatell; u nich se pouZziji jejich auditni zpravy (¢lanek 12.2 pism. c)). Toto ujedndni neomezuje
opravnéni dozorového Uradu. Uvedend omezeni se nepouziji v rozsahu, v némz by branila nezbytnému
ovéreni podle ¢l. 28 GDPR, zejména pri ddvodném podezieni na poruseni nebo ovérovani napravy. Strany
zachovaji primérenou ochranu ddvérnosti, bezpec¢nosti a provozu; audity Dalsich zpracovatell se
prednostné resi dostupnymi nezdvislymi zprdvami a navazujici soucinnosti.

12.4 N&klady auditu nese Spravce. Presdhne-li soucinnost Zpracovatele pfi auditu jeden ¢lovékoden,
mdze Zpracovatel G¢tovat odménu podle primérené sazby ozndmené predem. Odhali-li audit podstatné
poruseni této smlouvy Zpracovatelem, nese Zpracovatel své naklady i prfimérené ndklady auditu a
poruseni bez zbyteCného odkladu odstrani. Naklady nese Zpracovatel také tehdy, byl-li audit vyvolan
porusenim zabezpeceni, které Zpracovatel zplsobil. U¢tované naklady nesméji neprimérené branit
vykonu zdkonného prava na audit.

12.5 Zpracovatel vede zdznamy o kategoriich ¢innosti zpracovani provadénych pro Spravce (¢l. 30 odst.
2 GDPR) a na pozadani spolupracuje s dozorovym Uradem (¢l. 31 GDPR).

Cldnek 13 - Doba trvani

13.1 Tato smlouva nabyva Gcinnosti fadnym uzavrenim podle ¢lanku 16 a trva po dobu Hlavni smlouvy a
nasledného zpracovani nezbytného podle clanku 14. Nahravani ddaju Spravce se umozni az po platném
smluvnim zapojeni; zpétné ujednani samo nezhojuje drfiveéjsi nesoulad s GDPR.

13.2 Porusi-li Zpracovatel tuto smlouvu podstatnym zplsobem a nezjedna napravu ani do 30 dni od
pisemné vyzvy Spravce, je Spravce opravnén tuto smlouvu i Hlavni smlouvu vypovédét s okamzitou
Gcinnosti.

13.3 Ustanoveni, ktera maji svou povahou trvat i po skonceni této smlouvy (zejména ¢lanky 5, 6, 8, 11,
14, 15 a 18), trvaji do vraceni nebo vymazu vsech Osobnich tdajl Spravce, pripadné po dobu nezbytnou
k uplatnéni narokt; ¢lanek 5.3 tim neni dotcen.

Clanek 14 - Vraceni a vymaz osobnich Gdajd

14.1 Za trvani této smlouvy mUze Spravce kdykoli ze Sluzby exportovat reporty (zejména ve formatu
Excel) a stdhnout nahrané zdrojové soubory, mapovaci tabulky a U¢tovy rozvrh ve strojové citelném
formatu (XLSX nebo CSV).

14.2 Po skonceni Hlavni smlouvy ma Spravce po dobu 30 dni pfistup pouze pro Cteni za ucelem exportu
(,Obdobi pro export”), pokud prostfednictvim opravnéneé osoby nepozada o drivejsi vymaz. Spravce
rozhodne, zda budou udaje vraceny a nasledné vymazany, nebo primo vymazany. Na zadost béhem
Obdobi pro export Zpracovatel jednou bezUplatné preda do 10 Pracovnich dnd export Osobnich Gdajd



Spravce v béZné pouzivaném strojové Citelném formatu, vCetné dostupnych zdrojovych soubord, B
mapovani, uctového rozvrhu, zapisu a dalsSich klientskych Udaju; neni povinen vytvaret zaznamy, které jiz
byly opravnéné vymazany.

14.3 Po skonceni Obdobi pro export Zpracovatel bez zbytecného odkladu vymaze Osobni Gdaje Spravce z
aktivnich systém( a zajisti vymaz pfrislusnych kopii, v¢etné exportl a kopii u Dalsich zpracovatell. Vymaz
neni pouhym skrytim dat v rozhrani. Automatické zalohy Cloud SQL zanikaji v sedmidennim cyklu;
zbytkove kopie v infrastrukture Google mohou byt fyzicky odstraneény az v jeho standardnim cyklu, podle
pouzitelnych podminek az do 180 dni od zahdjeni prislusného vymazu u Google. Tyto kopie se nevyuzivaji
k b&znému poskytovani Sluzby a zlstavaji chranény. Pfi nezbytné obnové zalohy se jiz provedené
vymazy znovu uplatni pfed béznym pouzitim. Anonymizace namisto vymazu se provede jen na dolozeny
pokyn Spravce; pseudonymizace neni vymaz.

14.4 Spravce mize kdykoli prostfednictvim opravnéné osoby pozadat ve Sluzbé nebo pisemné o trvaly
vymaz vymezenych nebo vsech svych Gdajd. Zpracovatel pfimérené oveéri opravnéni a rozsah; pozadavek
na vymaz uzivatelského uctu sam neopravnuje k vymazu dat celé spoleCnosti. Platny pokyn k dfivejsimu
vymazu ukoncuje v prislusném rozsahu Obdobi pro export a Zpracovatel provede vymaz bez zbytecného
odkladu podle ¢lanku 14.3, bez povinné dalsi ¢ekaci doby. Spravce predem zajisti potrebné kopie.
Zpracovatel potvrdi dokonceni vymazu z aktivnich systém( a uvede pfipadné zbyvajici kategorie

zaloznich kopii a dobu jejich zaniku.

14.5 Vymaz se nevztahuje na Udaje, jejichz uchovani vyzaduje pravo EU nebo Clenského statu, ani na
minimalni Udaje zdkonné zpracovavané Zpracovatelem jako samostatnym spravcem podle ¢lanku 2.3.
Bézné bezpecnostni a diagnostické zdznamy se uchovavaji nejdéle 90 dni od udalosti. Provozni historie
reportingu Spravce (importy, zmény mapovani, zapisy, zmény uzivatell a opravnéni, véetné Gkon(
pracovnikd Zpracovatele podle ¢lanku 3.2) je soucasti dat Spravce, uchovava se s nimi a pfi vymazu
klientskych dat se odstrani, neni-li doloZzen samostatny zakonny ddvod. Minimalni d@kazy o smlouvé,
opravnéni, pokynech a provedeni vymazu lze uchovat po dobu nezbytnou k ochrané pravnich narokda,
zpravidla nejdéle 3 roky po skonceni smlouvy; konkrétni spor, zdkonna povinnost nebo dolozena delsi
pouzitelna IhGta mze oddvodnit pouze nezbytné delsi uchovani. Zaznamy o konkrétnim incidentu se
oddéli a uchovaji jen po dobu potrebnou k jeho vyfeseni a souvisejicim povinnostem ¢i narokdim. Tato
ijirlnlga Int/agplravnuje k plosnému uchovani Ucetnich dat. Pristup a dalSi pouziti zbylych Gdajl se omezi na
prislusny ucel.

Clanek 15 - Odpovédnost

15.1 Odpovédnost Smluvnich stran za djmu zplsobenou porusenim této smlouvy se fidi ustanovenimi
Hlavni smlouvy o odpovédnosti a jejim omezeni; pro tyto ucely se tato smlouva povaZuje za soucast
Hlavni smlouvy.

15.2 Celkovéa odpovédnost Zpracovatele vUci Spravci ze vsech narokd podle této smlouvy a Hlavni
smlouvy je omezena ¢astkou rovnajici se vyssi z téchto hodnot: (a) cena, kterou Spravce uhradil za
Sluzbu za 12 mésicl pfedchazejicich udalosti, jez narok zalozila; a (b) 10 000 EUR. PFi bezlplatném
uzivani Sluzby, v€etné uzivani podle Podminek beta testovani, je odpovédnost omezena castkou 25 000
K¢. Pri beta testovani se pouzije shodny limit podle ¢lanku 7.2 Podminek beta testovani; nejde o dva
oddélené limity. Spravni pokuty uloZzené Zpracovateli a ndhrady, které Zpracovatel zaplatil subjektim
Gdajl podle ¢l. 82 GDPR z dlvodU vylu¢né na své strané, se do limitu podle tohoto ¢lanku nezapocitavaji.

15.3 Omezeni odpovédnosti se nepouzije na Ujmu zpldsobenou Gmysiné nebo z hrubé nedbalosti, na Gjmu
na prirozenych pravech c¢lovéka ani v dalSich pripadech, kdy je omezeni vylouc¢eno pravnimi predpisy (§
2898 zakona ¢. 89/2012 Sb., obcansky zakonik). Toto ujednani se nedotyka odpovédnosti Smluvnich
stran v{ci subjektim Gdaj podle ¢l. 82 GDPR. To zahrnuje ochranu slabsi strany podle § 2898
obclanského zakoniku a kogentni pravo na vyporadani podle ¢l. 82 odst. 5 GDPR; castky plnéné z téchto
neomezitelnych titull nesnizuji limit pro ostatni naroky.

15.4 Uhradi-li jedna Smluvni strana subjektu Gdajd plnou nahradu Gjmy, za kterou odpovida i druha
Smluvni strana, ma vUci ni pravo na Uhradu ¢asti nahrady odpovidajici podilu odpovédnosti druhé
Smluvni strany (¢l. 82 odst. 5 GDPR). Spravni pokutu nese Smluvni strana, které byla ulozena.

Cldnek 16 - Uzavfeni smlouvy elektronicky

16.1 Tuto smlouvu lze uzavrit: (a) elektronickym prijetim ve Sluzbé podle ¢lanku 16.2; nebo (b) podpisem
obou Smluvnich stran, a to vlastnorucnim nebo elektronickym podpisem podle nafizeni Evropského
parlamentu a Rady (EU) ¢. 910/2014 (elDAS), ve znéni pozdé&jsich predpis(.

16.2 Zpristupnénim této smlouvy ve Sluzbé ¢ini Zpracovatel ndvrh na uzavreni smlouvy. Spravce navrh
prijme, kdyZ osoba opravneéna za n¢j jednat: (a) je prihlasena ke svému uzivatelskému GCtu ve Sluzbé s
roll administratora a Ucet ma aktivni dvoufazové ovéreni (TOTP); (b) uvede nebo potvrdi své jméno a
prijmeni, funkci a identifikacni Gdaje Spravce a zvoli pravni zdklad svého opravnéni (¢len statutarniho
organu, prokurista, zmocnénec); (c) potvrdi, ze je opravnéna za Spravce tuto smlouvu uzavrit; (d) potvrdi,
Ze se se smlouvou vcéetné priloh sezndmila a prijima ji jménem Spravce, a Ze si je védoma ujednani, podle
nichz se zmény povazuji za pfijaté, nejsou-li odmitnuty (¢ldnky 7.3 a 17.3), a ujednani o skupinovych
spole¢nostech (¢ldnek 2.2); a (e) klikne na tlacditko ,,Prijimdm jménem Spravce”. Je-li zvolen zdklad
»,Zmocnénec”, Zpracovatel mize zadat nahrani plné moci. Prijimajici osoby vyslovné potvrdi také



ujednani o odpovednosti v ¢lanku 15 a v Hlavni smlouveé. Pro kazdou spolecnost je prijeti dokonceno
zaznamenanim vsech projevu vule potrebnych k jejimu zastoupeni; pri spolecném jednani zustava prvni
prijeti nelplné, dokud dalsi potrebné osoby neprijmou totozné znéni a seznam spolecnosti.

16.3 Sluzba o prijeti vytvori zaznam, ktery obsahuje zejména identifikaCni Udaje Spravce, jméno, funkci a
e-mailovou adresu pfijimajici osoby, identifikator jejiho uzivatelského GCtu, datum a cas prijeti (UTC), IP
adresu, identifikaci prohlizeCe, oznacCeni verze smlouvy a kontrolni soucet (hash) jejiho textu. Zaznam je
uchovavan systematicky, v ¢asové posloupnosti a chranén proti zménam.

16.4 Smluvni strany souhlasi s tim, Ze smlouva uzavrena podle ¢ldnku 16.2 je uzavrena v pisemné formé
ve smyslu § 562 odst. 1 zdkona ¢. 89/2012 Sb., ob¢ansky zakonik, a ¢l. 28 odst. 9 GDPR, nebot tento
zplsob umoznuje zachyceni obsahu pravniho jednani a uréeni jednajici osoby, a Ze zdznam podle ¢lanku
16.3 je spolehlivym zdznamem ve smyslu § 562 odst. 2 oblanského zakoniku.

16.5 Bez zbytecného odkladu, nejpozdéji do 24 hodin od pfijeti, zasle Sluzba pfrijimajici osobé,
administratordm Spravce a Zpracovateli e-mail s potvrzenim uzavreni smlouvy a s kopii smlouvy ve
formatu PDF, jejiz soucdsti jsou Udaje ze zaznamu podle ¢ldnku 16.3. Znéni smlouvy platné pro Spravce a
zaznam o prijeti jsou dostupné ve Sluzbé po dobu jeho pfistupu; nasledné Ize kopii vyzadat po dobu
opravnéného uchovani podle ¢ldnku 14.5.

16.6 Prijimajici osoba uvede a na Zadost dolozi opravnéni za kazdou spole¢nost; Zpracovatel mdze
pozadovat plnou moc nebo podpis podle ¢lanku 16.1 pism. b). PIna moc musi byt udélena prislusnou
spolecnosti zastoupenou predepsanym zplsobem a pokryvat dotéené jednani. Pri zjisténi nedostatku
opravnéni Zpracovatel omezi zpracovani na nezbytné zabezpeceni a vyfeseni situace. Dodatecné
schvaleni podle § 440 obcanskeho zakoniku musi byt ucinéno bez zbytecného odkladu osobou nebo
osobami opravnénymi spolec¢nost zastoupit a urcit schvalované jednani a znéni. Mic¢eni neni schvalenim.
Ratifikace se odliSuje od dokonceni spolecného prijeti podle Clanku 16.2. Neni-li opravnéni dolozeno ani
jedndani rddné schvaleno, Zpracovatel neumozni dalsi provozni zpracovani a zajisti zdkonné vraceni nebo
vymaz jiz predanych Gdaja.

Cldnek 17 - Zmény smlouvy

17.1 Zpracovatel uzavira tuto smlouvu v bézném obchodnim styku s vétsim poctem zakaznikd a jiz pfi
jejim uzavreni je zfejma rozumna potreba jejich pozdé&jsich zmén, zejména v dlsledku zmén pravnich
predpisd, rozhodnuti orgdnd verejné moci, technického vyvoje Sluzby nebo zmén DalSich zpracovateld.
Zpracovatel je proto opravnén tuto smlouvu v pfiméreném rozsahu ménit (§ 1752 obcanského zdkoniku).

17.2 Zménu Zpracovatel oznami nejméné 30 dni pfed jeji 4¢innosti e-mailem administratordm Spravce a
oznamenim ve Sluzbé; oznameni obsahuje nove zneni smlouvy a prehled zmen. Zpracovatel muze
Spravce pozadat i o prijeti nového znéni postupem podle ¢lanku 16.

17.3 Spravce ma pravo zménu odmitnout a z tohoto ddivodu Hlavni smlouvu i tuto smlouvu vypovédét ve
vypoveédni dobé tri mésicll, b&éhem niz se pouZije dosavadni znéni; Zpracovatel vrati Spravci pomérnou
¢ast predem uhrazené ceny za obdobi po skonceni smlouvy. Novy Ucel nebo podstatné rozsireni pokyn(
vyzaduje predchozi vyslovny dolozeny pokyn Spravce; samotné miceni nepostacuje. Zmény DalSich
zpracovatell a predani se ridi také ¢lanky 7 a 8. Neodmitne-li Spravce zmenu pisemné pred jeji G¢innosti
a nevyzaduje-li se nové prijeti, plati, Ze ji prijal. Pfechodné obdobi nelze zkratit vypovédi Hlavni smlouvy
pourfe z dlivodu odmitnuti zmény; pravo Spravce ukoncit beziplatnou beta sluZzbu dfive zlstava
zachovano.

17.4 Zmény vyvolané zménou pravnich predpist nebo rozhodnutim dozorového Gfadu mohou nabyt
Gcinnosti drive, vyzaduje-li to pravni predpis nebo rozhodnuti. Zmény Pfilohy C se fidi ¢cldnkem 7. Udaje v
Priloze A, Casti 2, aktualizuje administrator Spravce ve Sluzbé nebo je Spravce ozndmi Zpracovateli
1E)l’senvmé. Jiné zmény této smlouvy vyzaduji pisemnou dohodu Smluvnich stran, a to i v elektronické
ormé.

Clanek 18 - Rozhodné pravo a fedeni spord

18.1 Tato smlouva se Fidi pravem Ceské republiky s vylou¢enim jeho koliznich norem, zejména zékonem
¢. 89/2012 Sb., ob¢ansky zakonik, GDPR a zdkonem ¢. 110/2019 Sb., o zpracovani osobnich tGdaja.

18.2 Spory z této smlouvy rozhoduji soudy Ceské republiky. Smluvni strany se v souladu s § 89a zdkona
€. 99/1963 Sb., obcansky soudni rad, dohodly, ze mistné prisluSnym soudem prvniho stupné je soud
prislusny podle sidla Zpracovatele. M&-li Spravce sidlo mimo Ceskou republiku, jde zdroven o dohodu o
prislusnosti podle ¢l. 25 narizeni Evropského parlamentu a Rady (EU) ¢. 1215/2012, je-li pouzitelné.

Clanek 19 - ZaverecCna ustanoveni

19.1 V pripadé rozporu mezi touto smlouvou a Hlavni smlouvou ma ve vécech ochrany osobnich Gdajd
prednost tato smlouva. Uplatni-li se mezi Smluvnimi stranami standardni smluvni dolozky, maji v pfipadé
rozporu prednost pred touto smlouvou.

19.2 Tato smlouva je vyhotovena v ¢eském a anglickém jazyce. V pfipadé rozporu mezi jazykovymi



verzemi mé prednost ¢eska verze.

19.3 Je-li nebo stane-li se nékteré ustanoveni této smlouvy neplatnym nebo nedcinnym, nedotyka se to
ostatnich ustanoveni. Smluvni strany jej nahradi ustanovenim, které se jeho Ucelu nejvice blizi.

19.4 Oznadmeni podle této smlouvy se Cini pisemng, vCetné e-mailu, na e-mail kontaktni osoby pro
ochranu osobnich Gdajl uvedeny v Priloze A, ¢asti 2, a na adresu Zpracovatele
<privacy@cfopanorama.com>.

19.5 Tato smlouva nahrazuje veskera predchozi ujednani Smluvnich stran o zpracovani Osobnich Gdajd
Spravce.

Podpisy (pouze pfi uzavieni podle ¢lanku 16.1 pism. b); pri elektronickém pfrijeti se nevypliiuje)
Za Spravce / For the Controller

— doplni se pfi pfijeti — dne — doplini se pfi pfijeti — / In — doplni se pfi pfijeti — on — doplni se pfi
prljet| —

— doplni se pfi pfijeti —, — doplni se pri prijeti —

Za Zpracovatele: Hospitality CEE, s.r.o.
V Praze dne

Anna Dempsey, jednatelka

Priloha A - Popis zpracovani

Cést 1 - Obecny popis (plati pro vdechny zdkazniky)

Predmét zpracovani: Poskytovani Sluzby: webova platforma pro manazersky reporting nad uc¢etnimi daty
Spravce (POHODA, Money S3 a dalsi podporované dcetni systémy).

Povaha zpracovani: Pfijeti nahranych soubor( (pfipadné nacteni z propojeného zdroje dat Spravce, pokud
je sjednano), ulozeni, strukturovani, prevod do jednotného GCtového rozvrhu (mapovani), agregace,
konsolidace, vypocet ukazateld, zobrazem Uzivateldm, export (Excel), zalohovani, zasilani transakcnich
e-maill (pozvanky, obnoveni hesla) vymaz. Zahrnuje take nastaveni klientského reportingu, kontrolu a
olpralllu 3wgportu a mapovani, zadavani reportovacich zapisl a spravu uzivatell v rozsahu pokyn( podle
¢lanku

Ucel zpracovani: Sestavovani manazerskych reportu Spravce (vykaz zisku a ztraty, rozvaha, cash flow,
konsolidace, KPI); nezbytné zavedeni, provoz, 4drzba a zabezpeceni Sluzby, diagnostika importd a
technickych obtizi, podpora a sprava prlstupu v rozsahu ¢lanku 3.2.

Nahravané data: Ucetni denik, UCtovy rozvrh, stfediska, Cinnosti, zakazky a dalsi Ciselniky z ucetniho
systému; volitelné provozni stat|st|ky hotelu z rezervaéniho systemu (PMS); rozpocty.

Kategorie subjektu udaJu (a) dodavatelé a odbératelé Spravce, ktefi jsou fyzickymi osobami, v¢etné
podnikajicich fyzickych osob, a kontaktni osoby obchodnich partneru uvedené v textech dokladu (b)
zaméstnanci a ¢lenové organd Spravce, jsou-li mzdy &i odmeény zauctovany jednotlivé; (c) hosté a jini
zdkaznici uvedeni jménem na dokladech; (d) Uzivatelé Sluzby.

Kategorie osobnich udaju (a)-(c): jméno a prijmeni, ICO a DIC, adresa, ¢&isla dokladd, data, Castky, texty
ucetnich zapisl a dokladd, cty a stfediska; u (b) téz vyse mezd a odmen jsou-li takto zalcCtovany, (d):
jmeéno, e-mail, role, jazyk, Casy a vysledky prlhlasenl IP adresa a identifikace prohlizece, nastaveni
dvoufazového ovéfent (TOTP), auditni zaznamy o importech, zménach mapovani a roli. Nezbytné
bezpelnostni a diagnostické zaznamy se zpracovavaji a uchovavaji podle ¢lank( 2.3 a 14.5 a Prilohy B;
tyto kategorie nezaklddaji povinnost vést dlouhodobou historii kazdé aktivity.

Zvlastni kategorie udaju Nejsou zamysleny. Pfipadné vyjimky, Udaje podle ¢l. 10 GDPR a rodna Cisla
vyzaduji pfedchozi pisemnou dohodu podle Clanku 4.2, popis v Casti 2 a pouzitelna doplnkova opatreni;
pouhé vyplnéni formulare vyjimku nepovoluje.

CletnISSt a doba zpracovani: Priibézné po dobu trvani Hlavni smlouvy a Obdobi pro export; vymaz podle
¢ladnku 14.

Misto zpracovani: EHP - Google Cloud, region europe-west3 (Frankfurt, Némecko); prfedani mimo EHP
pouze podle Prilohy C.

Cést 2 - Udaje Spravce (vyplni Spravce ve Sluzbé nebo v této listin&)

* Klientska skupina ve Sluzbé: — doplni se pri pfijeti —
+ Spole¢nosti, jejichz data se nahravaji (pro kazdou: obchodni firma, I1CO, sidlo, role spravce /



zpracovatele, prfima smluvni strana / zastoupeni podle ¢lanku 2.2):
— doplni se pri prijeti —

* Opravnéni pro kazdou spolecnost: prijimajici osoba Ci osoby, funkce, zpUsob jednani, pripadna plna
moc; pri retézci zpracovatell potvrzeni povéreni od prislusného spravce (Clanek 2.2):

— doplni se pfi prijeti —

Zdrojové systéemy (POHODA / Money S3 / jiny) a pfipadny propojeny zdroj dat: — doplni se pfi prijeti —
Data od (obdobi): — doplni se pfi prijeti —

Mzdy zauctované jednotliveé? (ano / ne): — doplni se pfri prijeti —

Provozni statistiky z PMS? (ano / ne): — doplni se pfi pfijeti —

Mohou data obsahovat zvlastni kategorie, udaje podle ¢l. 10 GDPR nebo rodna Cisla? (ne / ano - presny
rozsah, pravni titul, dohodnuta opatreni a predchozi pisemné schvaleni podle ¢lanku 4.2): — doplni se
pri prijeti —

e Poskytovatel zdravotnich sluzeb, zdravotni pojiStovna nebo obdobny subjekt? (ne / ano - pouzije se
Priloha D): — doplni se pfi prijeti —

Kontaktni osoba pro ochranu osobnich Gdajd (jméno, e-mail, telefon): — doplni se pri prijeti —
Povérenec pro ochranu osobnich Gdajd, je-li jmenovan: — doplni se pfi prijeti —

E-mail pro bezpecnostni oznameni (Clanek 11): — doplni se pfi prijeti —

Osoba opravnénd udilet provozni pokyny a jejich rozsah podle ¢ldnku 3.2: — doplni se pfi pfijeti —

Priloha B - Technicka a organizacni opatreni (Cl. 32 GDPR)

1. Oddéleni dat klientd

Data kazdé klientské skupiny jsou v databazi oddélena na Urovni radkl (PostgreSQL row-level security);
aplikace i ddvkové Ulohy pracuji vzdy v kontextu jedné klientské skupiny a tento pozadavek je ovérovan
automatickymi testy.

Vyvoj probiha na fiktivnich nebo demonstrac¢nich datech. Testovaci (staging) prostredi je provozovano ve
stejném regionu se stejnymi opatfenimi; data Spravce do néj Ize umistit jen s jeho pfedchozim pisemnym
souhlasem (napf. pfi akceptacnim testovani) a po skonceni testu se vymazou.

2. Rizeni pfistupu a autentizace

Pristup na zdkladé roli (administrator, editor, prohlizejici); Uzivatele zve a jejich role spravuje
administrator Spravce nebo pracovnik Zpracovatele v mezich pokyn( podle ¢lanku 3.2.

Povinné dvoufazové ovéreni (TOTP, overovaci aplikace s QR kodem pri nastaveni) pro administratory,
editory a pracovniky Zpracovatele; pro prohlizejici je dvoufazové overeni dostupné, nikoli povinné. Tajné
klice TOTP jsou v databazi ulozeny Sifrované.

Omezeni poctu pokust o prihlaseni (rate limiting); hesla se ukladaji pouze jako solené hashe standardnim
algoritmem pouzitého frameworku.

Administrativni rozhrani je chranéno stejnym dvoufdzovym ovérenim. Prijeti této smlouvy ve Sluzbé
vyzaduje aktivni TOTP administratora.

Pri importu Sluzba upozorni, pokud zahlavi sloupce naznacuje rodné cislo nebo diagnézu; Sluzba nema
pole pro rodné ¢islo ani diagnézu.

3. Pristup pracovnik( Zpracovatele

Povéreni pracovnici Zpracovatele, vazani ml¢enlivosti, mohou v nezbytném rozsahu pfistupovat k datim
a provadet Ukony podle stalych a dalSich dolozenych pokyn( v ¢lanku 3.2, véetné zavedeni, diagnostiky
importd, podpory a provozu reportingu. Zvlastni pozadavek podpory ani samostatny souhlas ke kazdému
vstupu se nevyzaduje.

Superuzivatel Zpracovatele mlze vstoupit do kazdé klientské skupiny s plnymi pravy administratora,
vcetné nahravani, mapovani, reportovacich zapisl a pozvani uzivatell. Tato technickd moznost
neroz3ifuje Gcel ani rozsah pokyn(; obchodnfi a Ucetni rozhodnuti zistavaji Spravci. Tento rezim vyZzaduje
opétovné ovéreni druhym faktorem nejméné kazdych 12 hodin. Nezbytné zaznamy pfistupl a Gkon( jsou
gIQStlgpqélSSpréVd v Nastaveni - Protokol pristupu platformy po dobu jejich uchovani podle oddilu 5 a
¢ldnku 14.5.

Pristup Kk infrastrukture je omezen na nezbytné osoby a servisni UCty s pfimérenymi opravnenimi;
nasazeni vyuziva Workload Identity Federation bez dlouhodobych kli¢d. Do¢asné pracovni kopie se
vytvareji jen v nezbytném rozsahu na zarizenich se Sifrovanym diskem, zdmkem obrazovky a
aktualizovanym softwarem a mazou se po odpadnuti potreby.

Data Spravce se nevkladaji do obecnych nastroji umelé inteligence ani do neschvélenych sluzeb. Obecné
nastroje Al pracovnici pouzivaji pouze s fiktivnimi nebo demonstra¢nimi daty. Budouci klientska funkce Al
podléha ¢ladnku 7.5.

4. Sifrovani a prfenos

Veskera komunikace se Sluzbou probihd Sifrované (HTTPS/TLS); aplika¢ni sluzby jsou dostupné pouze
pres load balancer.



Data jsou v Ulozistich Google Cloud (databdze, souborové Ulozisté, zdlohy) Sifrovdna i v ulozeném stavu
(at rest).

Pristupové Udaje a klice jsou ulozeny ve sluzbé Secret Manager, s pevné uréenymi verzemi a rizenym
pristupem.

5. Integrita a auditni stopa

Nahrané soubory se uklddaji s kontrolnim sou¢tem SHA-256. Primérené bezpecnostni a diagnostické
zdznamy zachycuji prihlaseni, vstupy pracovnikd Zpracovatele do klientskych skupin, omezeni pokusl a
chyby potrebné k zabezpeceni a diagnostice. Nevedeme samostatnou dlouhodobou historii béznych
zobrazeni stranek. Tyto zdznamy obsahuji jen nezbytné identifikatory, ¢as, druh dkonu a vysledek, nikoli
bézné cely obsah dokladl; uchovavaji se nejdéle 90 dni od udalosti, s Uzce vymezenymi vyjimkami podle
¢lanku 14.5. Provozni historie reportingu (importy, zmeény mapovani, zapisy, zmény roli a opravnéni,
vcetné Ukond pracovnik(l Zpracovatele) neni bezpecnostnim zdznamem: je soucasti dat Spravce, je mu
dostupna ve Sluzbe a uchovava se a maze s jeho daty podle Clanku 14,

Uzivatelsky Ucet Ize vymazat i pfi predchozi aktivité. Pripadné zbyvajici zaznamy pouzivaji omezeny
interni identifikator, napfiklad ,smazany uzivatel #id"; jde o pseudonymizaci, nikoli automaticky
anonymizaci. Zaznamy se dale mazou podle pfislusné Ihity nebo platného pokynu, neni-li dolozen
samostatny dlvod uchovani. Diikazy o pfijeti smlouvy se fidi ¢lankem 14.5 a netvofi obecnou historii
uzivani.

Zmeény kdédu prochéazeji revizi, automatickymi testy a testovacim prostredim.

6. Dostupnost a obnova

Spravovana infrastruktura Google Cloud v regionu europe-west3; automatické zélohy databaze (Cloud
SQL) uchovavané 7 dni, s moznosti obnovy k ur¢itému okamziku.

Postup obnovy ze zalohy je dokumentovan a alespon jednou ro¢né ovérovan.

Vymaz na pokyn Spravce se fidi clankem 14; pfi obnove se jiz provedené vymazy znovu uplatni pred
béznym pouzitim. Zbytkové kopie v infrastrukture dodavatele podléhaji cyklu uvedenému v ¢ldnku 14.3.

7. Umisténi dat

Databdze, soubory a zalohy Sluzby jsou uloZzeny v EHP (europe-west3, Frankfurt). Globalni sit, diagnostika
a podpora dodavatell mohou zahrnovat zpracovani nebo vzdaleny pristup mimo EHP; pouziji se ¢lanek 8
a Priloha C. UloZeni v EU samo nevylucCuje predani.

8. Organizacni opatreni

Postup reseni bezpec¢nostnich incidentl véetné ohlaseni Spravci bez zbyte¢ného odkladu, nejpozdéji do
48 hodin od zjisténi (¢lanek 11).

Zavazky micenlivosti vsech osob s pfistupem k datdim; pouceni o ochrané osobnich udajd.

Vybér a kontrola DalSich zpracovatell (Priloha C), prednostné s Ulozistém v EHP a s certifikaci ISO/IEC
27001 nebo SOC 2.

Zé)znamy o ¢innostech zpracovani (¢l. 30 odst. 2 GDPR) a postup vymazu po skonceni smlouvy (¢ldnek
14).

Zdrojovy kdd je uloZzen v soukromém repozitafi a neobsahuje data zdkaznikd.

Priloha C - Dalsi zpracovatelé

Verze seznamu 1.2 ze dne 27. fijna 2026; ucinnost ode dne uvedeného pfi zverejnéni na o
https://cfopanorama.com/legal/sub-processors a v oznameni podle clanku 7.2. Tento seznam tvori Prilohu
C pouzitelného DPA. Aktualni seznam: https://cfopanorama.com/legal/sub-processors.

Zaruky pro

Dalsi zpracovatel Cinnost Udaje Misto zpracovani B
predani
Google Cloud Data
Processing
Cloudova Addendum; DPF
Google Cloud EMEA infrastruktura: pouze pfi platné
Limited,  Dublin, Cloud Run, Cloud (EFF::nkfi“rg’_pe ‘;‘:5:53 certifikaci
Irsko (a jeji SQL  (PostgreSQL), Veskeré Osobni > P P prislusného
e . . podpory Google a . S,
pridruzené Cloud Storage, Udaje Spravce . . prijemce pokryvaijici
N . Yy sitovy okraj mohou ", 7, " ..
spole¢nosti vletné Secret Manager, byt mimo EHP predani; jinak
Google LLC, USA) load balancing, y pouzitelné sjednané
logovani SCC a potrebna

dopliikova opatreni
podle ¢lanku 8.


https://cfopanorama.com/legal/sub-processors
https://cfopanorama.com/legal/sub-processors

Zaruky pro

Dalsi zpracovatel Cinnost Udaje Misto zpracovani DY
predani
Resend DPA; DPF
pouze pfi platné
Odesilani Jméno a e-mail certifikaci
. . transakcnich prijemce, obsah Odesilani z regionu pfislusného
Plus Five Five, Inc. o . . . o yo S,
(Resend) San e-mailu (pozvanky, e-mailu, zaznamy o EU (je-li nastaveno); prijemce pokryvaijici
o obnoveni hesla, doruceni; sprava uctu a predani; jinak
Francisco, USA . G : Sy e v L .
potvrzeni o pfrijeti neobsahuje Ucetni zdznamy v USA pouzitelné sjednané
smlouvy) data SCC a potfebna

doplikova opatreni
podle ¢lanku 8.
Microsoft Products
and Services DPA;
DPF pouze pfi
o . Obsah e-mailli, EHP (EU Data platné certifikaci
E-mailova schranka

Microsoft Ireland podpory  (Microsoft ktvere Spravce nebo Boundary); prislusného

Operations Limited, Uzivatelé zaSlou omezené vyjimky prijemce pokryvajici
. 365 / Exchange Y v o , Yy 4 y
Dublin, Irsko . podpore (vCetné podle podminek predani; jinak
Online) o , - . v L .

pripadnych priloh)  Microsoft pouzitelné sjednané

SCC a potrebna
dopliikova opatreni
podle ¢lanku 8.

yejsgu DalSimi zpracovateli (nezpracovavaji Osobni Udaje Spravce): GitHub (zdrojovy kdéd), registrator
omén.

Zadna klientska funkce umélé inteligence nyni neni aktivni. Pfipadna budouci funkce mlze vyuzivat
modely vCetné Anthropic Claude prostfednictvim Google Vertex Al s koncovym bodem v EU. Pred jejim
zapnutim Zpracovatel ozndmi konkrétni poskytovatele, tok a rozsah dat, misto zpracovani, dobu
uchovani a zaruky predani a ziska vyslovny dolozeny pokyn Spravce podle ¢lanku 7.5. Samotny koncovy
bod v EU nezarucuje zpracovani vyhradné v EU. Data Spravce nebudou pouzita k trénovani modeld.
Obecné Al nastroje pracovnici pouzivaji jen s fiktivnimi nebo demonstracnimi daty.

Zpracovatel doporucuje posilat G€etni data vyhradné nahranim do Sluzby, nikoli e-mailem.

Pouzitelné podminky a omezeni dodavatell: Google Cloud oznamuje incidenty bez zbytecného odkladu a
audit doklada prednostné zpravami; Zpracovatel tim neni zbaven povinnosti podle ¢lankl 11 a 12.
Automaticke zalohy databaze Sluzby se uchovavaji 7 dni. Zbytkove kopie Google mohou byt fyzicky
odstranény ve standardnim cyklu az do 180 dni od zahajeni prislusného vymazu u Google. Resend
zpracovava udaje také v USA; region odesilani EU musi byt skutecné nastaven. Microsoft EU Data
Boundary obsahuje vyjimky vcetné urcitych pristupt podpory a bezpeénostniho zpracovani. Resend
oznamuje poruseni zabezpecleni bez zbyte¢ného odkladu (¢l. 8.6 DPA Resend); jeho ¢l. 8.8 vylucuje
oznameni u poruseni zplsobenych jednanim nebo opomenutim zdkaznika, standardni smluvni dolozky
vSak maiji podle ¢l. 10.1 DPA Resend prednost a Zpracovatel tim neni zbaven povinnosti podle ¢lanku 11.
Resend oznamuje zmény svych subdodavatell 14 dni predem; vici Spravci plati Ihdty ¢lanku 7.
Konkrétni doby uchovani: Resend - obsah zprav a zaznamy o doruceni po dobu nastavenou v Uctu
Zpracovatele u Resend (omezeny pocet dni), nejpozdéji vSak vymaz do 90 dnl od ukonceni G¢tu (DPA
Resend, priloha A); Microsoft 365 - odstranéné zpravy lze obnovit 14 dni, poté je Microsoft odstrani ve
svém cyklu (nejdéle 30 dni); schranky podpory nejsou v rezimu zadrzeni (hold) ani archivace. Aktivni
pracovni kopie podpory se mazou, jakmile nejsou potrebné; minimalni korespondence k uzavirenému
poZadavku nejdéle do 90 dni, s vyjimkami ¢lanku 14.5.

DPF Ize pouzit jen pfi platné certifikaci prislusného pfijemce pokryvajici predani; jinak musi byt pred
predanim sjednany pouzitelné standardni smluvni dolozky a provedeno potiebné posouzeni a doplnkova
opatreni podle ¢ldnku 8. Zpracovatel ovéruje pouzitelny mechanismus. Uvedeni odliSnosti nezhojuje
nesoulad dodavatelské smlouvy s ¢lankem 28 GDPR a neomezuje odpovédnost podle ¢lanku 7.6. Zmény
se ridi ¢ldankem 7, nikoli automaticky kratsi Ih{tou dodavatele.

Priloha D - Doplnkova opatreni pro zdravotni a obdobné
udaje

PouZije se jen na zpracovani predem pisemné dohodnuté podle ¢ldnku 4.2 a popsané v Priloze A, ¢asti 2;
sama nepovoluje dalsi kategorie nebo Ucely.

D.1 Pfedmét a pouziti. Tato priloha se pouZije, jestlize Spravce v Priloze A, Casti 2, uvede, ze nahravana
data mohou obsahovat zvlastni kategorie osobnich Udaju nebo rodna cisla, nebo Ze jde o poskytovatele



zdravotnich sluzeb, zdravotni pojisStovnu &i osobu zpracovavajici Gdaje o pacientech, nebo jestlize
Smluvni strany tuto pfilohu vyslovné pripoji. Neni-li v této pfiloze stanoveno jinak, plati tato smlouva.
Pouziti vzdy podléha predchozi pisemné dohodé podle ¢lanku 4.2.

D.2 Ucel a co Sluzba neni. Ucelem zpracovani zlstadva manazersky reporting (vynosy, naklady, strediska,
konsolidace, KPI). Sluzba neni zdravotnickou dokumentaci, klinickym informacnim systémem ani
nastrojem pro poskytovani zdravotni péce. Zpracovatel neurluje, které pacientské nebo pojistné udaje
Spravce smi nahrat.

D.3 Pokyny Spravce. Spravce nahrava prednostné agregované Udaje (obrat za strfedisko, pocet vykon(
bez jména pacienta, mzdové naklady v soultu). Z&meérné nenahrava: zdravotnickou dokumentaci,
diagndzy, kédy vykon( spojené se jménem pacienta, rodna ¢isla, vysledky vysetreni, fotografie pacientd.
Pripousti se, Ze text faktury zdravotni pojistovné nebo jmenovité ozna¢enému pacientovi mUze zdravotni
Udaj odhalit; takovy Udaj se zpracovava jen jako soucdst Ucetniho zaznamu pro reporting a jen je-li to
uvedeno v Priloze A, ¢ésti 2.

D.4 Role a pravni tituly. Spravce odpovida za pouzitelny pravni zaklad podle clanku 6 GDPR a vyjimku
podle ¢lanku 9 odst. 2 GDPR, za pripadné podminky ¢ldnku 10 GDPR a c¢eského prava a za informacni
povinnost. Prislusny titul musi pokryvat zamysleny reporting; samotné poskytovani zdravotni péce jej pro
kazdé dalsi pouziti nezaklada. Zpracovatel neposkytuje pravni posouzeni titul(l Spravce, ale spini
povinnost upozornit na protipravni pokyn podle Clanku 3.3. Je-li Spravce sam zpracovatelem, zajisti
odpovidajici povéreni a retézec smluv podle ¢lanku 2.2.

D.5 Doplnkova technicka a organizacni opatfeni. K Pfiloze B se pfidava: (a) ve Sluzbé nejsou pole pro
rodné cislo, diagndézu ani kéd MKN; (b) import zobrazi varovéni, pokud zdhlavi sloupce odpovida rodnému
Cislu nebo slovu , diagn6za“; varovani neni kontrolou veskerého obsahu; (c) nezbytny pristup povefenych
pracovnikd, véetné administratorskych Gkon( pri zavedeni, diagnostice a provozu, se ridi stalymi pokyny
podle ¢lanku 3.2 a Pfilohou B oddilem 3; samostatny tiket pro kazdy vstup neni nutny, pristupy a
vyznamné Ukony se zaznamenavaji v rozsahu a po dobu podle Prilohy B oddilu 5; (d) data se neukladaiji
trvale na prenosna zarizeni a nezbytné docasné kopie na Sifrovaném disku se mazou po odpadnuti
potreby; (e) staging jen s predchozim pisemnym souhlasem a néslednym vymazem; (f) Al funkce
zlistavaji vypnuté do samostatného doloZzeného pokynu podle ¢lanku 7.5 a dokonceni posouzeni vlivu,
je-li podle clanku 35 GDPR povinné.

D.6 Posouzeni vlivu a soucinnost. Spravce provede posouzeni vlivu, pokud je podle ¢l. 35 GDPR
vyzadovano, zejména pfi pravdépodobném vysokém riziku; pouhd existence této prilohy je nenahrazuje.
Zpracovatel poskytne soucinnost podle ¢lanku 10, véetné popisu tokd dat a pouzitelnych opatreni.
Samotné posouzeni a pripadnou predchozi konzultaci zajistuje Spravce.

D.7 Poruseni a vymaz. Ohlaseni podle ¢lanku 11 této smlouvy u tohoto Spravce vzdy obsahuje informaci,
zda se poruseni mohlo tykat zdravotnich nebo obdobnych Gdajh. Spravce mize pozadat o predcasny
vymaz konkrétni importni davky; Zpracovatel ji vymaze bez zbytecného odkladu, nejpozdéji do 15 dni, s
vyhradou zaloh podle ¢lanku 14.3 této smlouvy.

D.8 Skupinové spolecnosti. Kazda pravnicka osoba, jejiz data se nahravaji, musi byt uvedena v Pfiloze A,
casti 2. Opravneni a pripadny retézec zpracovatelu musi byt dolozeny podle clanku 2.2 pred zahajenim
nahravani a zpracovani. Prohlaseni jedné spolecnosti samo nenahrazuje opravnéni nebo pokyn ostatnich.

D.9 Oddelitelnost. Je-li nékteré ustanoveni této prilohy neplatné nebo neucinng, nejsou tim dotcena
ostatni ustanoveni této pfilohy a této smlouvy. V pfipadé rozporu mezi touto prilohou a smlouvou ma u
zdravotnich a obdobnych Gdaju prednost tato priloha.



DPA 1.5 - 26. 11. 2026 - sha256 619523e78303554b672b7eb1c3b1331969476253af4f08e33d429f3a2d8e9248

DATA PROCESSING AGREEMENT

concluded pursuant to Article 28(3) of Regulation (EU) 2016/679 of the European Parliament and of the
Council (General Data Protection Regulation, the “GDPR")

Version 1.5 dated 27 October 2026 (supersedes version 1.2 dated 30 September 2026, version 1.3 dated
22 October 2026 and version 1.4 dated 26 October 2026). The effective date is stated on publication at
https://cfopanorama.com/legal/ and in the notice under Article 17.2.

Parties

— completed at acceptance —

Company ID (ICO): — completed at acceptance —, registered office at — completed at acceptance —,
— completed at acceptance —,

acting through — completed at acceptance —

(the “Controller”)

and

Hospitality CEE, s.r.o.

Compba}ny ID (ICO): 19489617, registered office at Kaprova 42/14, Staré Mésto, 110 00 Prague 1, Czech
Republic,

registered in the Commercial Register kept by the Municipal Court in Prague, section C, file 387413,
acting through Anna Dempsey, executive director (jednatelka)

(the “Processor”)

(the Controller and the Processor together the “Parties”, each a “Party”.)

Recitals

A. The Processor operates a web-based management reporting platform available at the domain
cfopanorama.com under the trade name “CFO Panorama” (the “Service”).

B. The Controller uses or intends to use the Service under the Main Agreement. In providing the Service,
the Processor processes, on behalf of the Controller, personal data contained mainly in the Controller’s
accounting data and in user accounts.

C. The purpose of this Agreement is to set out the rights and obligations of the Parties in respect of that
processing in accordance with Article 28 GDPR.

Article 1 - Definitions and interpretation

n o u n o u [T n o u

1.1 The terms “personal data”, “processing”, “controller”, “processor”, “data subject”, “personal data
breach”, “special categories of personal data” and “supervisory authority” have the meaning given to
them in the GDPR (in particular Articles 4 and 9).

1.2 “Main Agreement” is the agreement under which the Processor provides the Service to the Controller.
During the free beta phase it is the agreement under the CFO Panorama Beta Terms (“Beta Terms”).
Another agreement, in particular for paid service, applies only if validly concluded by the Parties; these
terms do not themselves introduce a paid service.

1.3 “Controller Personal Data” means the personal data processed by the Processor on behalf of the
Controller in providing the Service, as described in Annex A.

1.4 “User” means a natural person whose access to the Service for the Controller has been duly
approved, whether through an invitation or approved self-registration. Registration or an administrator
role does not itself confer authority to conclude a contract for the Controller.

1.5 “Sub-processor” means a subcontractor engaged by the Processor in the processing of Controller
Personal Data (Article 28(2) and (4) GDPR).

1.6 “Business Day” means a day other than a Saturday, Sunday or public holiday in the Czech Republic.
1.7 Annexes A (Description of processing), B (Technical and organisational measures), C (Sub-processors)

and, where it applies, D (Supplementary measures for health and similar data) form an integral part of
this Agreement. Headings are for convenience only.
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Article 2 - Subject matter and roles of the Parties

2.1 The Processor undertakes to process Controller Personal Data on behalf of the Controller to the
extent, for the purpose and for the duration set out in this Agreement and in Annex A. The Controller
undertakes to cooperate with the Processor as provided in this Agreement.

2.2 Each direct contracting company and its role are identified in the acceptance record or signed
agreement and Annex A, Part 2. Where the Controller uploads other companies’ data, it arranges either
their valid accession through authorised representatives or evidence that it acts as their processor and
that the relevant controller has authorised the Processor’s engagement as sub-processor under Article 28
GDPR. The relevant authority and contractual participation must be evidenced before that company’s
data uploads are enabled. One person may accept for several companies only within their authority for
each. A common contact point gives instructions and receives notices only within its mandate; group
membership alone does not establish that mandate.

2.3 The Processor acts as an independent controller only for its own separately identified purposes:
managing contractual relationships and contacts, complying with its own accounting and tax duties,
necessary Service security and establishing, exercising or defending legal claims. It processes only
necessary data for those purposes under the privacy notice at
https://cfopanorama.com/legal/user-privacy-notice. Accounting content and user and operational records
maintained for the Controller’s reporting are processed as processor; status is determined by purpose,
not merely a database-table label. The same data may serve different purposes, but independent
controllership does not authorise blanket retention of client data after deletion. Persons directly under
the Processor’s authority follow its instructions consistently with the Controller’s instructions;
independent contractors are assessed for Sub-processor status according to their actual activities.

2.4 Should the Processor, in breach of this Agreement, determine the purposes and means of processing,
it shall be considered a controller in respect of that processing (Article 28(10) GDPR).

Article 3 - Controller's instructions

3.1 The Processor processes Controller Personal Data only on documented instructions from the
Controller, including with regard to transfers to a third country or an international organisation, unless
required to do so by Union or Member State law to which the Processor is subject. In such a case, the
Processor shall inform the Controller of that legal requirement before processing, unless that law
prohibits such information on important grounds of public interest (Article 28(3)(a) GDPR).

3.2 Documented instructions comprise this Agreement and the Main Agreement, actions and settings of
authorised Users, and further written instructions, including electronic instructions, from authorised
contacts under Annex A. By concluding this Agreement, the Controller gives a standing instruction for
necessary access and processing for onboarding, reporting setup and operation, data import, validation
and mapping, diagnosis and resolution of problems, support, maintenance, recovery and Service
security. This includes technical corrections and data adjustments needed to deliver the agreed
reporting; business decisions, substantive accounting choices and grants of new user permissions must
remain within the Controller’'s authorisation. Within that scope, no separate consent or ticket is required
for each staff access. Activities outside that scope require further documented instructions.

3.3 The Processor immediately informs the Controller if it considers that an instruction infringes the GDPR
or other applicable data-protection law and may suspend execution pending clarification. It does not
execute an instruction established to be unlawful merely because the Controller confirms it.

3.4 The Processor may decline instructions that go beyond the functionality of the Service described in
the Main Agreement, or carry them out for a fee agreed in advance. This does not affect the Processor’s
obligations under the GDPR and this Agreement.

3.5 The Processor shall not use Controller Personal Data or other Controller data for its own purposes; in
particular, it does not create aggregated or anonymised statistics or benchmarks from them and does not
use them to train artificial-intelligence models. Article 2.3 is not affected.

Article 4 - Obligations of the Controller

4.1 The Controller is responsible for having a legal basis for the processing of Controller Personal Data,
1|‘or data subjects having been duly informed of the processing, and for its instructions complying with the
aw.

4.2 The Controller uploads only data needed for management reporting. Without prior written agreement
with the Processor on the specific scope and safeguards, it does not intentionally upload special-category
personal data under Article 9 GDPR, Article 10 data or Czech birth numbers. Any exception is recorded in
Annex A, Part 2; Annex D and any further agreed safeguards apply. Unilateral completion of Annex A
alone is insufficient. The Controller ensures the applicable legal basis and other legal conditions; the DPA
does not replace them. Detailed payroll, document text and invoices to patients or health insurers may
contain sensitive data; the Controller preferably uses aggregated or cleansed exports. The Processor
takes appropriate measures to limit unintended imports; an automated warning does not replace the
Controller's review or guarantee detection of all such data.
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4.3 The Controller manages Users and their roles, ensures that only persons who need access to the
Service have it, and revokes without undue delay the access of persons who no longer need it. The
Controller is responsible for the conduct of its Users and shall ensure that they do not share their
credentials or two-factor authentication devices.

4.4 The Controller shall notify the Processor without undue delay of any detected or suspected security
breach affecting the Service or its Users' access credentials.

Article 5 - Confidentiality

5.1 The Processor shall ensure that persons authorised to process Controller Personal Data (employees,
members of corporate bodies and external contractors) have committed themselves to confidentiality or
are under an appropriate statutory obligation of confidentiality (Article 28(3)(b) GDPR), and that such
persons process Controller Personal Data only on the Processor’s instructions in accordance with this
Agreement (Articles 29 and 32(4) GDPR).

5.2 Authorised Processor staff may have full administrator access to any client group to the extent
necessary to execute Article 3.2 instructions. They may, in particular, upload, validate and map data,
make technical corrections, create or amend entries within the Service for the agreed reporting, prepare
outputs and administer users within the Controller’s authorisation. Access is not read-only and need not
depend on a separate support request. The permission itself does not authorise unrelated use of data.
Access is limited to staff who need it and is subject to confidentiality, two-factor authentication and
proportionate recording of security-significant activities under Annex B.

5.3 The duty of confidentiality survives the termination of this Agreement and the end of the employment
or other relationship of the persons concerned with the Processor.

Article 6 - Security of processing

6.1 The Processor shall implement and maintain the technical and organisational measures under Article
32 GDPR described in Annex B, taking into account the state of the art, the costs of implementation, the
nature, scope, context and purposes of processing, and the risks of varying likelihood and severity for the
rights and freedoms of natural persons.

6.2 The Processor may change the measures in Annex B in line with technical developments, provided
that the overall level of security is not reduced. The Processor shall notify the Controller of material
changes by publishing an updated Annex B in the Service.

6.3 The Controller confirms that it has reviewed the measures in Annex B and considers them appropriate
in view of the nature of the Controller Personal Data. This acknowledgement does not discharge the
Processor’s statutory duties.

Article 7 - Sub-processors

7.1 The Controller grants the Processor a general written authorisation to engage Sub-processors (Article
28(2) GDPR). The Sub-processors as at the date of this Agreement are listed in Annex C; the Controller
hereby approves their engagement.

7.2 The Processor shall notify the Controller of any intended addition or replacement of a Sub-processor
at least 30 days in advance, by email to the Controller’'s administrators in the Service and by publishing
the updated list at <https://cfopanorama.com/legal/sub-processors>. The notice shall state the
Sub-processor’'s name and seat, its activity, the categories of data processed, the location of processing
and the safeguards for any transfer to a third country. Where a Sub-processor notifies changes to its own
subcontractors at shorter notice, the Processor shall pass the notice on to the Controller without undue
delay after receipt and, where the Sub-processor’s notice period allows, at least 14 days in advance;
otherwise Article 7.4 applies mutatis mutandis.

7.3 The Controller may object to the change in writing on reasonable data-protection grounds within 14
days of the notice. The Parties shall discuss a solution in good faith (e.g. not using the affected feature
for the Controller). If no agreement is reached by the date the change takes effect, the Controller may
terminate the Main Agreement in respect of the affected Service with effect no later than that date,
without penalty; the Processor shall refund the pro-rata portion of any prepaid fees for the unused period.
If the Controller does not object within that period, it is deemed to have consented to the change.

7.4 Where a change is urgently necessary for security reasons or because a Sub-processor ceases
service, the Processor notifies the reason and safeguards as early as possible, preferably in advance. It
preserves the authorisation conditions under Article 28(2) GDPR and a genuine opportunity to object; the
objection period is 14 days from notice. If engagement cannot lawfully proceed under the existing
authorisation, it obtains specific authorisation before transfer or suspends the affected processing. Article
7.3 applies accordingly.

7.5 Features requiring a new Sub-processor or a new activity by an existing Sub-processor are introduced
under Articles 7.2-7.4. Al features are not currently active; they will be enabled for the Controller only
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after notice of the specific scope, suppliers, locations, retention and transfers and express activation by
an authorised administrator. Activation is a documented client instruction, not a substitute for a legal
basis concerning data subjects. The Processor verifies the specific model’s terms beforehand; processing
for these features will take place in the EU and Controller data will not be used to train models.

7.6 The Processor shall impose on each Sub-processor, by contract, the same data protection obligations
as those binding the Processor under this Agreement, in particular the obligation to provide sufficient
guarantees to implement appropriate technical and organisational measures (Article 28(4) GDPR). For
Sub-processors providing standardised cloud services, the Processor may rely on their standard data
processing terms, provided they meet the requirements of Article 28 GDPR. Material differences from the
time limits and rights in this Agreement (in particular on incidents, deletion, audits and sub-processor
changes) are set out in Annex C. The Processor remains fully liable to the Controller for the performance
of the Sub-processor’s obligations. Disclosing differences in Annex C does not cure non-compliance with
the GDPR. The Processor ensures appropriate contractual coverage and makes available information
necessary to identify relevant Sub-processors and verify their safeguards.

Article 8 - Transfers to third countries

8.1 The Processor stores Controller Personal Data within the European Economic Area, primarily in the
Google Cloud data centre region europe-west3 (Frankfurt am Main, Germany); other processing locations
are set out in Annex C. Transfers to a third country or an international organisation are permitted only
under the conditions of Chapter V GDPR (Articles 44 to 49).

8.2 The Controller acknowledges and authorises the transfers listed in Annex C, which rely on: (a) a
Commission adequacy decision under Article 45 GDPR, in particular Commission Implementing Decision
(EU) 2023/1795 of 10 July 2023 on the EU-U.S. Data Privacy Framework, where the recipient is certified
under that framework; or (b) the standard contractual clauses under Commission Implementing Decision
(EU) 2021/914 of 4 June 2021 (Article 46(2)(c) GDPR), with supplementary measures where required.

8.3 The Processor verifies the applicable mechanism and scope of transfers, including relevant onward
transfers. If a mechanism ceases to be effective, it ensures another valid mechanism before continuing
the affected transfers; otherwise it suspends or ends them and informs the Controller. EU storage or
endpoint location alone does not establish all processing locations. Information about the safeguards
used is available to the Controller on request.

8.4 Where required for a transfer under Annex C, the Processor may conclude the standard contractual
clauses (Module Three - processor to processor) with the Sub-processor in its own name.

Article 9 - Data subject rights

9.1 Taking into account the nature of the processing, the Processor assists the Controller by appropriate
technical and organisational measures, insofar as possible, in fulfilling the Controller’s obligation to
respo;\d to requests for exercising the data subject’s rights laid down in Chapter Ill GDPR (Article 28(3)(e)
GDPR).

9.2 The Processor provides this assistance primarily through features of the Service (viewing and
exporting data, deleting import batches, managing Users) and, where such features are not available,
upon the Controller’s request sent to the Processor’s support. The Controller acknowledges that
Controller Personal Data in the Service are copies of accounting records kept in its accounting software;
rectification therefore normally has to be made in the source system and the data re-uploaded to the
Service. Assistance is provided without undue delay so that the Controller can meet applicable statutory
deadlines, with scope proportionate to the data and request.

9.3 If the Processor receives a request directly from a data subject, it shall forward it to the Controller
without undue delay and shall not respond to it on the merits unless authorised by the Controller to do
so.

Article 10 - Further assistance

10.1 Taking into account the nature of the processing and the information available to it, the Processor
shall provide the Controller with reasonable assistance in ensuring compliance with the obligations under
Articles 32 to 36 GDPR, in particular with data protection impact assessments and prior consultation with
the supervisory authority (Article 28(3)(f) GDPR).

10.2 Assistance consisting in providing existing documentation (this Agreement, its annexes,
documentation of Sub-processors) is provided free of charge. The Processor may charge for more
extensive assistance at a rate communicated in advance; this does not apply where the need for
assistance results from the Processor’s breach of its obligations. A dispute about charges must not delay
assistance necessary to meet a statutory deadline.

Article 11 - Personal data breaches



11.1 The Processor shall notify the Controller of a personal data breach affecting Controller Personal Data
without undue delay after becoming aware of it (Article 33(2) GDPR) and in any event within 48 hours of
the Processor becoming aware. The Processor is also deemed aware when it receives notice from a
Sub-processor. The notice shall be sent to the security notification email address stated in Annex A, Part
2, and to the Controller’'s administrators in the Service; where the breach is likely to result in a high risk
to the rights and freedoms of natural persons, the Processor shall also try to reach the Controller by
telephone. The 48-hour period is an outer limit, not permission to delay. The Processor passes on
available information without undue delay and supplements it under Article 11.2; it does not await a
compl)lete investigation. Different Sub-processor terms do not restrict the Processor’s statutory duties or
Article 7.6.

11.2 The notice shall contain, where possible, the information referred to in Article 33(3) GDPR, in
particular a description of the nature of the breach including the categories and approximate number of
data subjects and records concerned, a contact point, the likely consequences and the measures taken or
proposed. Where it is not possible to provide the information at the same time, the Processor shall
provide it in phases without undue further delay (Article 33(4) GDPR).

11.3 The Processor shall promptly take reasonable measures to contain the breach and mitigate its
possible adverse effects, document them and assist the Controller in notifying the breach to the
supervisory authority and communicating it to data subjects (Articles 33 and 34 GDPR). The decision on
notification and communication rests with the Controller.

11.4 Without the Controller’s prior consent, the Processor shall not inform third parties of a breach
affecting Controller Personal Data, except its professional advisers, the Sub-processors concerned and
public authorities where required by law.

11.5 The Processor’s notification of a breach does not in itself constitute an acknowledgement of fault or
liability.

Article 12 - Information and audits

12.1 The Processor shall make available to the Controller all information necessary to demonstrate
compliance with the obligations laid down in Article 28 GDPR and allow for and contribute to audits,
including inspections, conducted by the Controller or another auditor mandated by the Controller (Article
28(3)(h) GDPR), on the terms of this Article.

12.2 The Controller shall first rely on: (a) this Agreement and its annexes; (b) the Processor’s written
answers to a reasonable security questionnaire, no more than once every 12 months; and (c)
certifications and audit reports of Sub-processors (e.g. ISO/IEC 27001 and SOC 2 for Google Cloud), to the
extent the Processor may share them with the Controller.

12.3 If the information under Article 12.2 is not sufficient to demonstrate compliance, the Controller may
conduct an audit or inspection on the following terms: (a) no more than once every 12 months, unless
ordered by a supervisory authority or following a personal data breach affecting Controller Personal Data;
(b) with written notice of at least 30 days, including a proposed scope; (c) on Business Days during
normal business hours, preferably remotely and without disrupting the Service; (d) the auditor is bound
by confidentiality and is not a competitor of the Processor; (e) the audit does not extend to other
customers' data or to Sub-processors' data centres, for which their audit reports are used. This clause
does not limit the powers of a supervisory authority. These restrictions do not apply to the extent they
would prevent necessary verification under Article 28 GDPR, in particular on substantiated suspicion of
non-compliance or verification of remediation. The parties maintain proportionate protection of
confidentiality, security and operations; Sub-processor audits are addressed primarily through available
independent reports and follow-up assistance.

12.4 The Controller bears the costs of the audit. If the Processor’s assistance with the audit exceeds one
person-day, the Processor may charge a reasonable fee at a rate communicated in advance. If the audit
reveals a material breach of this Agreement by the Processor, the Processor bears its own costs and the
reasonable costs of the audit and shall remedy the breach without undue delay. The Processor also bears
the costs where the audit was triggered by a personal data breach it caused. Charges must not
disproportionately obstruct exercise of the statutory audit right.

12.5 The Processor maintains a record of the categories of processing activities carried out on behalf of
the Controller (Article 30(2) GDPR) and cooperates with the supervisory authority on request (Article 31
GDPR).

Article 13 - Term

13.1 This Agreement takes effect on valid conclusion under Article 16 and lasts for the Main Agreement
and subsequent processing necessary under Article 14. Controller data uploads are enabled only after
valid contractual participation; a retrospective agreement does not itself cure earlier GDPR
non-compliance.

13.2 If the Processor materially breaches this Agreement and fails to remedy the breach within 30 days
of the Controller’s written notice, the Controller may terminate this Agreement and the Main Agreement



with immediate effect.

13.3 Provisions which by their nature are intended to survive termination (in particular Articles 5, 6, 8,
11, 14, 15 and 18) survive until all Controller Personal Data have been returned or deleted or, where
relevant, for as long as needed to assert claims; Article 5.3 is not affected.

Article 14 - Return and deletion of personal data

14.1 During the term of this Agreement, the Controller may at any time export reports from the Service
(in particular in Excel format) and download uploaded source files, mapping tables and the chart of
accounts in a machine-readable format (XLSX or CSV).

14.2 After the Main Agreement ends, the Controller has read-only access for export for 30 days (the
“Export Period”), unless it requests earlier deletion through an authorised person. The Controller chooses
return followed by deletion, or direct deletion. On a request during the Export Period, the Processor
supplies once, free of charge within 10 Business Days, an export of Controller Personal Data in a
commonly used machine-readable format, including available source files, mappings, chart of accounts,
entries and other client data; it need not recreate records already lawfully deleted.

14.3 After the Export Period ends, the Processor deletes Controller Personal Data from active systems
without undue delay and arranges deletion of relevant copies, including exports and Sub-processor
copies. Deletion is not merely hiding data in the interface. Automatic Cloud SQL backups expire in their
seven-day cycle; residual copies in Google infrastructure may be physically erased only in its standard
cycle, under applicable terms up to 180 days from initiation of the relevant deletion at Google. These
copies are not used for ordinary Service delivery and remain protected. If a backup must be restored,
completed deletions are reapplied before ordinary use. Anonymisation instead of deletion is performed
only on the Controller’'s documented instruction; pseudonymisation is not deletion.

14.4 The Controller may at any time, through an authorised person, request permanent deletion of
specified or all its data in the Service or in writing. The Processor proportionately verifies authority and
scope; a request to delete a user account does not itself authorise deletion of the whole company’s data.
A valid early-deletion instruction ends the Export Period to the relevant extent and the Processor deletes
without undue delay under Article 14.3, without a mandatory additional waiting period. The Controller
first obtains any copies it needs. The Processor confirms deletion from active systems and identifies any
remaining categories of backup copies and their expiry period.

14.5 Deletion does not extend to data whose retention is required by EU or Member State law or minimal
data lawfully processed by the Processor as an independent controller under Article 2.3. Routine security
and diagnostic records are retained for no longer than 90 days from the event. The Controller's reporting
operational history (imports, mapping changes, entries, user and permission changes, including
operations by Processor staff under Article 3.2) forms part of the Controller's data, is retained with it and
is removed when client data are deleted unless a separate lawful basis is documented. Minimal evidence
of the contract, authority, instructions and completed deletion may be retained as necessary to protect
legal claims, normally for no longer than 3 years after the contract ends; a specific dispute, statutory
duty or documented longer applicable period may justify only necessary longer retention. Records of a
specific incident are segregated and kept only as needed to resolve it and address related duties or
claims. This exception does not authorise blanket retention of accounting data. Access and further use of
remaining data are restricted to the relevant purpose.

Article 15 - Liability

15.1 The Parties' liability for harm caused by a breach of this Agreement is governed by the provisions of
the Main Agreement on liability and its limitation; for this purpose, this Agreement is deemed to form part
of the Main Agreement.

15.2 The Processor’s aggregate liability to the Controller for all claims under this Agreement and the Main
Agreement is limited to the higher of: (a) the fees paid by the Controller for the Service in the 12 months
preceding the event giving rise to the claim; and (b) EUR 10,000. During free use of the Service, including
use under the Beta Terms, liability is limited to CZK 25,000. During beta testing, the same limit applies
under Article 7.2 of the Beta Terms; these are not two separate limits. Administrative fines imposed on
the Processor and compensation the Processor has paid to data subjects under Article 82 GDPR solely by
reason of its own conduct do not count towards the limit under this Article.

15.3 The limitation of liability does not apply to harm caused intentionally or by gross negligence, to
harm to a person’s natural rights or in other cases where limitation is excluded by law (Section 2898 of
Act No. 89/2012 Caoll., the Civil Code). This provision does not affect the Parties' liability towards data
subjects under Article 82 GDPR. This includes protection of a weaker party under Section 2898 of the Civil
Code and the mandatory contribution right under Article 82(5) GDPR; amounts paid under these
non-limitable heads do not reduce the limit for other claims.

15.4 Where one Party has paid full compensation to a data subject for harm for which the other Party is
also liable, it may claim back from the other Party the part of the compensation corresponding to the
other Party’s share of responsibility (Article 82(5) GDPR). An administrative fine is borne by the Party on
which it was imposed.



Article 16 - Electronic conclusion

16.1 This Agreement may be concluded: (a) by electronic acceptance in the Service under Article 16.2; or
(b) by signature of both Parties, either handwritten or by an electronic signature under Regulation (EU)
No 910/2014 of the European Parliament and of the Council (eIDAS), as amended.

16.2 By making this Agreement available in the Service the Processor offers to conclude it. The Controller
accepts the offer when a person authorised to act on its behalf: (a) is signed in to his or her user account
in the Service with the administrator role and that account has active two-factor authentication (TOTP);
(b) enters or confirms his or her name, position and the Controller’s identification details and selects the
basis of authority (member of the statutory body, registered proxy (prokurista), attorney-in-fact); (c)
confirms that he or she is authorised to conclude this Agreement on behalf of the Controller; (d) confirms
that he or she has read this Agreement including its annexes and accepts it on behalf of the Controller,
and that he or she is aware of the provisions under which changes are deemed accepted unless rejected
(Articles 7.3 and 17.3) and of the provisions on group companies (Article 2.2); and (e) clicks the button
“Accept on behalf of the Controller”. Where “attorney-in-fact” is selected, the Processor may require a
power of attorney to be uploaded. Accepting persons also expressly acknowledge the liability provisions
in Article 15 and the Main Agreement. For each company, acceptance is completed when all declarations
required for its representation are recorded; where joint action is required, the first acceptance remains
incomplete until the other necessary persons accept the identical text and company schedule.

16.3 The Service creates a record of the acceptance containing in particular the Controller’s identification
details, the name, position and email address of the accepting person, the identifier of his or her user
account, the date and time of acceptance (UTC), the IP address, browser identification, the version
identifier of this Agreement and a checksum (hash) of its text. The record is kept systematically, in
chronological order and protected against alteration.

16.4 The Parties agree that an Agreement concluded under Article 16.2 is concluded in written form
within the meaning of Section 562(1) of Act No. 89/2012 Coll., the Civil Code, and Article 28(9) GDPR,
since this method allows the content of the legal act to be captured and the acting person to be
ic}erllltified,landdthat the record under Article 16.3 is a reliable record within the meaning of Section 562(2)
of the Civil Code.

16.5 Without undue delay, and no later than 24 hours after acceptance, the Service shall send to the
accepting person, the Controller’'s administrators and the Processor an email confirming the conclusion of
the Agreement with a PDF copy of the Agreement, including the data from the record under Article 16.3.
The applicable Agreement and acceptance record are available in the Service while the Controller has
access; subsequently, a copy may be requested during lawful retention under Article 14.5.

16.6 The accepting person identifies and, on request, evidences authority for each company; the
Processor may require a power of attorney or signature under Article 16.1(b). A power of attorney must
be granted by the relevant company represented in the required manner and cover the act concerned. If
insufficient authority is identified, the Processor restricts processing to necessary protection and
resolution of the situation. Ratification under Section 440 of the Civil Code must be made without undue
delay by the person or persons authorised to represent the company and identify the act and text being
approved. Silence is not ratification. Ratification is distinct from completion of joint acceptance under
Article 16.2. If authority is neither evidenced nor the act validly ratified, the Processor does not enable
further operational processing and arranges lawful return or deletion of data already supplied.

Article 17 - Amendments

17.1 The Processor concludes this Agreement in the ordinary course of business with a larger number of
customers, and a reasonable need for later amendments is apparent at the time of conclusion, in
particular due to changes in legislation, decisions of public authorities, technical development of the
Service or changes of Sub-processors. The Processor may therefore amend this Agreement to a
reasonable extent (Section 1752 of the Civil Code).

17.2 The Processor shall notify an amendment at least 30 days before it takes effect, by email to the
Controller's administrators and by a notice in the Service; the notice shall include the new version and a
summary of the changes. The Processor may also ask the Controller to accept the new version using the
procedure in Article 16.

17.3 The Controller may reject the amendment and, for that reason, terminate the Main Agreement and
this Agreement with a notice period of three months, during which the existing version applies; the
Processor shall refund the pro-rata portion of prepaid fees for the period after the Agreement ends. A
new purpose or material expansion of instructions requires the Controller’s prior express documented
instruction; silence alone is insufficient. Sub-processor and transfer changes are also governed by Articles
7 and 8. If the Controller does not reject the amendment in writing before it takes effect and a fresh
acceptance is not required, the Controller is deemed to have accepted it. The transition period may not
be shortened by terminating the Main Agreement solely because the amendment was rejected; the
Controller retains its right to end the free beta service earlier.

17.4 Amendments required by changes in law or by a decision of a supervisory authority may take effect
earlier where the law or decision so requires. Changes to Annex C are governed by Article 7. The details
in Annex A, Part 2, are updated by the Controller’'s administrator in the Service or notified by the



Controller to the Processor in writing. Other amendments to this Agreement require a written agreement
of the Parties, which may be in electronic form.

Article 18 - Governing law and disputes

18.1 This Agreement is governed by the laws of the Czech Republic, excluding its conflict-of-laws rules, in
p?rticular ,IAct No. 89/2012 Coll., the Civil Code, the GDPR and Act No. 110/2019 Coll., on the Processing
of Personal Data.

18.2 Disputes arising from this Agreement shall be decided by the courts of the Czech Republic. In
accordance with Section 89a of Act No. 99/1963 Coll., the Code of Civil Procedure, the Parties agree that
the court of first instance having local jurisdiction shall be the court competent for the Processor’s
registered office. Where the Controller has its seat outside the Czech Republic, this also constitutes a
choice-of-court agreement under Article 25 of Regulation (EU) No 1215/2012 of the European Parliament
and of the Council, where applicable.

Article 19 - Final provisions

19.1 In the event of conflict between this Agreement and the Main Agreement, this Agreement prevails in
matters of personal data protection. Where standard contractual clauses apply between the Parties, they
prevail over this Agreement in the event of conflict.

19.2 This Agreement is made in the Czech and English languages. In the event of any discrepancy
between the language versions, the Czech version prevails.

19.3 If any provision of this Agreement is or becomes invalid or ineffective, the remaining provisions are
not affected. The Parties shall replace it with a provision that comes closest to its purpose.

19.4 Notices under this Agreement shall be given in writing, including by email, to the email of the data
protection contact stated in Annex A, Part 2, and to the Processor at <privacy@cfopanorama.com>.

19.5 This Agreement supersedes all prior arrangements between the Parties on the processing of
Controller Personal Data.

Signatures (only where concluded under Article 16.1(b); not used for electronic acceptance)

For the Processor: Hospitality CEE, s.r.o.
In Prague on

Anna Dempsey, executive director (jednatelka)

For the Controller
In — completed at acceptance — on — completed at acceptance —

— completed at acceptance —, — completed at acceptance —

Annex A - Description of processing

Part 1 - General description (applies to all customers)

Subject matter: Provision of the Service: a web-based management reporting platform operating on the
Controller’'s accounting data (POHODA, Money S3 and other supported accounting systems).

Nature of processing: Receipt of uploaded files (or retrieval from a connected data source of the
Controller, where agreed), storage, structuring, mapping to a common chart of accounts, aggregation,
consolidation, calculation of indicators, display to Users, export (Excel), backup, sending of transactional
emails (invitations, password resets), deletion. This also includes setting up client reporting, checking and
correcting imports and mappings, entering reporting journals and administering users within the
instructions under Article 3.2.

Purpose of processing: Preparing the Controller's management reports (profit and loss, balance sheet,
cash flow, consolidation, KPIs); necessary onboarding, operation, maintenance and security of the
Service, diagnosis of import and technical difficulties, support and access administration within Article
3.2.

Data uploaded: Accounting journal, chart of accounts, cost centres (stfediska), activities,
jobs/projects/orders and other code lists from the accounting system; optionally hotel operating statistics
from the property management system (PMS); budgets.

Categories of data subjects: (a) the Controller’s suppliers and customers who are natural persons,
including sole traders, and contact persons of business partners named in document texts; (b) the



Controller's employees and members of its corporate bodies, where salaries or remuneration are booked
individually; (c) guests and other customers named on documents; (d) Users of the Service.

Categories of personal data: (a)-(c): name, company and VAT IDs, address, document numbers, dates,
amounts, texts of accounting entries and documents, accounts and cost centres; for (b) also salary and
remuneration amounts where so booked. (d): name, email, role, language, sign-in times and results, IP
address and browser identification, two-factor (TOTP) settings, audit records of imports, mapping
changes and role changes. Necessary security and diagnostic records are processed and retained under
Articles 2.3 and 14.5 and Annex B; these categories do not require a long-term history of every activity.

Special categories of data: Not intended. Any exceptions, Article 10 GDPR data and birth numbers require
prior written agreement under Article 4.2, description in Part 2 and applicable supplementary measures;
merely completing a form does not authorise an exception.

Frequency and duration: Continuously during the term of the Main Agreement and the Export Period;
deletion under Article 14.

Location of processing: EEA - Google Cloud, region europe-west3 (Frankfurt, Germany); transfers outside
the EEA only as set out in Annex C.

Part 2 - Controller details (completed by the Controller in the Service or in
this document)

* Client group in the Service: — completed at acceptance —
« Companies whose data are uploaded (for each: legal name, company ID, registered office, controller /
processor role, direct contracting party / representation under Article 2.2):

— completed at acceptance —

¢ Authority for each company: accepting person(s), position, representation rules, any power of
attorney; in a processor chain, confirmation of the relevant controller’'s authorisation (Article 2.2):

— completed at acceptance —

* Source systems (POHODA / Money S3 / other) and any connected data source: — completed at
acceptance —

Data from (period): — completed at acceptance —

Payroll booked per person? (yes / no): — completed at acceptance —

PMS operating statistics? (yes / no): — completed at acceptance —

May the data contain special categories, Article 10 GDPR data or birth numbers? (no / yes - exact
scope, legal basis, agreed measures and prior written approval under Article 4.2): — completed at
acceptance —

* Healthcare provider, health insurer or similar? (no / yes - Annex D applies): — completed at
acceptance —

Data protection contact (name, email, phone): — completed at acceptance —

Data protection officer, if appointed: — completed at acceptance —

Email for security notices (Article 11): — completed at acceptance —

Person authorised to give operational instructions and their scope under Article 3.2: — completed at
acceptance —

Annex B - Technical and organisational measures (Article
32 GDPR)

1. Separation of client data

Each client group’s data are separated at row level in the database (PostgreSQL row-level security); the
application and batch jobs always operate in the context of a single client group, and this requirement is
verified by automated tests.

Development uses fictitious or demo data. The staging environment runs in the same region with the
same measures; Controller data may be placed there only with the Controller’s prior written consent (e.q.
for acceptance testing) and are deleted when testing ends.

2. Access control and authentication

Role-based access (admin, editor, viewer); Users are invited and their roles managed by the Controller’s
administrator or Processor staff within the instructions under Article 3.2.

Mandatory two-factor authentication (TOTP, authenticator app with a QR code at set-up) for admins,
editors and the Processor’s staff; two-factor authentication is available to viewers but not mandatory.
TOTP secrets are stored encrypted in the database.

Rlate-_lihmited sign-in; passwords are stored only as salted hashes using the framework’s standard
algorithm.



The administration interface is protected by the same two-factor authentication. Acceptance of this
Agreement in the Service requires the administrator’s active TOTP.

On import, the Service warns if a column header suggests a birth number or diagnosis; the Service has
no fields for birth numbers or diagnoses.

3. Processor staff access

Authorised Processor staff, bound by confidentiality, may access data and perform operations as
necessary under the standing and further documented instructions in Article 3.2, including onboarding,
import diagnostics, support and reporting operations. No separate support request or consent for every
access is required.

The Processor’s superuser can enter every client group with full administrator rights, including uploads,
mapping, reporting journals and user invitations. This technical capability does not expand the purpose
or scope of instructions; business and accounting decisions remain with the Controller. This mode
requires renewed second-factor verification at least every 12 hours. Necessary access and operation
records are available to the Controller under Settings — Platform access log for the retention period in
section 5 and Article 14.5.

Infrastructure access is limited to necessary persons and service accounts with appropriate permissions;
deployment uses Workload Identity Federation without long-lived keys. Temporary working copies are
made only as necessary on devices with disk encryption, screen lock and current software and are
deleted when no longer needed.

Controller data are not entered into general-purpose Al tools or unapproved services. Staff use
general-purpose Al tools only with fictitious or demo data. Any future client Al feature is subject to Article
7.5.

4. Encryption and transmission

All communication with the Service is encrypted (HTTPS/TLS); application services are reachable only
through the load balancer.

Data are encrypted at rest in Google Cloud storage (database, file storage, backups).

Credentials and keys are stored in Secret Manager, with pinned versions and controlled access.

5. Integrity and audit trail

Uploaded files are stored with a SHA-256 checksum. Proportionate security and diagnostic records
capture sign-ins, Processor staff entries into client groups, rate limiting and errors needed for security
and diagnostics. We do not maintain a separate long-term history of routine page views. These records
contain only necessary identifiers, time, operation type and result, not routinely full document contents;
they are retained for no more than 90 days from the event, subject to the narrow exceptions in Article
14.5. The reporting operational history (imports, mapping changes, entries, role and permission changes,
including operations by Processor staff) is not a security record: it forms part of the Controller's data, is
available to the Controller in the Service and is retained and deleted with its data under Article 14.

A user account can be deleted despite prior activity. Any remaining records use a restricted internal
identifier, such as “deleted user #id"; this is pseudonymisation, not automatically anonymisation.
Records are subsequently deleted under the applicable period or valid instruction unless a separate
retention basis is documented. Contract-acceptance evidence is governed by Article 14.5 and is not a
general usage history.

Code changes undergo review, automated tests and a test environment.

6. Availability and recovery

Managed Google Cloud infrastructure in region europe-west3; automatic database backups (Cloud SQL)
retained for 7 days, with point-in-time recovery.

The restore-from-backup procedure is documented and tested at least annually.

Deletion on the Controller’s instruction is governed by Article 14; on restoration, completed deletions are
reapplied before ordinary use. Residual supplier infrastructure copies follow the cycle in Article 14.3.

7. Data location

Service databases, files and backups are stored in the EEA (europe-west3, Frankfurt). Suppliers’ global
networks, diagnostics and support may involve processing or remote access outside the EEA; Article 8
and Annex C apply. EU storage alone does not exclude a transfer.

8. Organisational measures

Incident response procedure including notification to the Controller without undue delay and within 48
hours of awareness (Article 11).

Confidentiality undertakings from all persons with access to data; data protection instructions.

Selection and review of Sub-processors (Annex C), preferring EEA storage and ISO/IEC 27001 or SOC 2
certification.

Re)cords of processing activities (Article 30(2) GDPR) and the post-termination deletion procedure (Article
14).

Source code is kept in a private repository and contains no customer data.



Annex C - Sub-processors

List version 1.2 dated 27 October 2026; effective from the date stated on publication at
https://cfopanorama.com/legal/sub-processors and in the notice under Article 7.2. This list forms Annex C

to the applicable DPA. Current list: https://cfopanorama.com/legal/sub-processors.

Sub-processor Activity Data Location Transfer
safeguards
Google Cloud Data
Processing
Addendum; DPF
Cloud . .
infrastructure: only ~ with  valid
Google Cloud EMEA ' EEA - europe-west3 recipient
o . Cloud Run, Cloud .
Limited, Dublin, (Frankfurt); Google certification
.. SQL (PostgreSQL), All Controller .

Ireland (and its support access and covering the
o . Cloud Storage, Personal Data .
affiliates incl. Secret Manager network edge may transfer; otherwise
Google LLC, USA) g ' be outside the EEA applicable agreed

load balancing,

loqain SCCs and necessary

99Ing supplementary

measures under
Article 8.
Resend DPA; DPF
only with valid

Sending . Sending from the reapllent'

. .. Recipient name and . certification
. . transactional emails . . EU region (where .
Plus Five Five, Inc. ,. .~ email, email . covering the
(invitations, , configured); :
(Resend), San content, delivery transfer; otherwise
. password resets, .~ account .
Francisco, USA logs; no accounting applicable agreed
acceptance management and
. . data . SCCs and necessary
confirmations) logs in the USA
supplementary
measures under
Article 8.
Microsoft Products
and Services DPA;
DPF only with valid
. recipient
. . Content of emails EEA (EU Data certification
Microsoft Ireland Support mailbox the Controller or o .

. o : Boundary); limited covering the
Operations Limited, (Microsoft 365 / Users send to . .
Dublin, Ireland Exchange Online) support  (includin exceptions under transfer; otherwise

! 9 PP 9 Microsoft's terms applicable agreed

any attachments)

SCCs and necessary
supplementary
measures under
Article 8.

Not Sub-processors (no Controller Personal Data): GitHub (source code), domain registrar.

No client Al feature is currently active. A future feature may use models including Anthropic Claude
through Google Vertex Al with an EU endpoint. Before activation, the Processor will notify the specific
providers, data flow and scope, processing location, retention and transfer safeguards and obtain the
Controller’'s express documented instruction under Article 7.5. An EU endpoint alone does not guarantee
EU-only processing. Controller data will not be used to train models. Staff use general-purpose Al tools
only with fictitious or demo data.

The Processor recommends sending accounting data only by uploading it to the Service, not by email.

Applicable supplier terms and limitations: Google Cloud notifies incidents without undue delay and
primarily supports audits through reports; this does not release the Processor from Articles 11 and 12.
Automatic Service database backups are retained for 7 days. Residual Google copies may be physically
erased in the standard cycle up to 180 days from initiation of the relevant deletion at Google. Resend
also processes data in the USA; EU sending must actually be configured. Microsoft’s EU Data Boundary
has exceptions, including certain support access and security processing. Resend notifies personal data


https://cfopanorama.com/legal/sub-processors
https://cfopanorama.com/legal/sub-processors

breaches without undue delay (Resend DPA clause 8.6); its clause 8.8 excludes notification for breaches
resulting from the customer's acts or omissions, but the standard contractual clauses prevail under
Resend DPA clause 10.1 and the Processor is not released from Article 11. Resend gives 14 days' notice
of changes to its own sub-processors; towards the Controller the periods of Article 7 apply.

Specific retention periods: Resend - message content and delivery records for the period configured in
the Processor's Resend account (a limited number of days) and in any event deleted no later than 90
days after termination of the account (Resend DPA, Exhibit A); Microsoft 365 - deleted messages are
recoverable for 14 days and are then removed by Microsoft within its cycle (at most 30 days); the
support mailboxes are not under hold or archiving. Active support working copies are deleted when no
longer needed; minimal correspondence about a closed request within 90 days at the latest, subject to
Article 14.5 exceptions.

DPF may be used only where the relevant recipient has valid certification covering the transfer; otherwise
applicable standard contractual clauses must be in place before transfer, with necessary assessment and
supplementary measures under Article 8. The Processor verifies the applicable mechanism. Disclosing
differences does not cure a supplier contract’s failure to comply with Article 28 GDPR or restrict liability
under Article 7.6. Changes follow Article 7, not automatically a supplier’s shorter period.

Annex D - Supplementary measures for health and similar
data

Applies only to processing agreed in writing in advance under Article 4.2 and described in Annex A, Part
2; It does not itself authorise further categories or purposes.

D.1 Subject and application. This annex applies where the Controller states in Annex A, Part 2 that
uploaded data may contain special categories of personal data or birth numbers, or that it is a healthcare
provider, health insurer or a person processing patient data, or where the Parties expressly attach this
annex. This Agreement applies except as this annex provides otherwise. Application always requires prior
written agreement under Article 4.2.

D.2 Purpose and what the Service is not. The purpose of processing remains management reporting
(revenue, cost, cost centres, consolidation, KPIs). The Service is not a medical record, a clinical
information system or a tool for providing healthcare. The Processor does not decide which patient or
insurance data the Controller may upload.

D.3 Controller instructions. The Controller shall preferably upload aggregated data (turnover by cost
centre, procedure counts without patient names, payroll in total). It shall not knowingly upload: health
records, diagnoses, procedure codes linked to a patient name, birth numbers, test results, patient
photographs. It is accepted that the text of an invoice to a health insurer or a named patient may reveal
health data; such data are processed only as part of the accounting record for reporting and only where
so stated in Annex A, Part 2.

D.4 Roles and legal bases. The Controller is responsible for an applicable Article 6 GDPR basis and Article
9(2) exception, any Article 10 GDPR and Czech-law conditions, and transparency duties. The basis must
cover the intended reporting; providing healthcare does not itself establish a basis for every further use.
The Processor does not provide a legal assessment of the Controller’'s bases but complies with its duty to
flag unlawful instructions under Article 3.3. Where the Controller is itself a processor, it ensures
appropriate authorisation and a contractual chain under Article 2.2.

D.5 Supplementary technical and organisational measures. In addition to Annex B: (a) the Service has no
fields for birth number, diagnosis or ICD code; (b) import warns if a column header matches a birth
number or the word “diagnosis”; the warning is not a check of all content; (c) necessary access by
authorised staff, including administrator operations for onboarding, diagnostics and operation, follows the
standing instructions under Article 3.2 and Annex B section 3; a separate ticket for every access is
unnecessary, and access and material operations are logged to the extent and for the period in Annex B
section 5; (d) data are not permanently stored on portable devices and necessary temporary copies on
encrypted disks are deleted when no longer needed; (e) staging only with prior written consent and
subsequent deletion; (f) Al features stay off until a separate documented instruction under Article 7.5 and
completion of an impact assessment where Article 35 GDPR requires one.

D.6 Impact assessment and assistance. The Controller carries out an impact assessment where Article 35
GDPR requires it, in particular where high risk is likely; this annex does not replace that assessment. The
Processor assists under Article 10, including a description of data flows and applicable measures. The
Controller carries out the assessment and any required prior consultation.

D.7 Breach and deletion. A notice under Article 11 of this Agreement for this Controller always states
whether the breach may have affected health or similar data. The Controller may request early deletion
of a specific import batch; the Processor shall delete it without undue delay and within 15 days, subject
to backups under Article 14.3 of this Agreement.

D.8 Group companies. Each legal entity whose data are uploaded must be listed in Annex A, Part 2.
Authority and any processor chain must be established under Article 2.2 before uploads and processing
begin. One company’s declaration does not itself replace the others’ authority or instructions.

D.9 Severability. If any provision of this annex is invalid or ineffective, the other provisions of this annex
and of this Agreement are not affected. In the event of conflict between this annex and this Agreement,



this annex prevails for health and similar data.
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