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Zasady ochrany osobnich Udaju uzivatel(

CFO Panorama - Hospitality CEE, s.r.o. - verze 1.2 ze dne 27. fijna 2026 (nahrazuje verzi 1.0 ze dne 30.
zari 2026 a verzi 1.1 ze dne 26. fijna 2026)

Tyto zésady vcetné informaci podle ¢lankd 13 a 14 GDPR vysvétluji, jak spole¢nost Hospitality CEE
zpracovava osobni Udaje fyzickych osob, které maji uzivatelsky ucet ve sluzbé CFO Panorama
(app.cfopanorama.com), a osob, jejichz jméno a e-mail se objevi v pozvankach, pri obnové hesla nebo ve
zpravach o prijeti smlouvy. Lisi-li se jazykové verze, ma prednost ¢eska. Tyto zasady se tykaji zpracovani,
pri kterém je Hospitality CEE samostatnym spravcem (¢lanek 2.3 smlouvy o zpracovani osobnich Gdajt).
Ucetni obsah a data z PMS, kterd nahraje klient, zpracovdvame jako zpracovatel pro tohoto klienta;
dotazy k tomuto obsahu sméfujte na klienta.

1. Spravce

Hospitality CEE, s.r.o., ICO 19489617, sidlo Kaprova 42/14, Staré Mésto, 110 00 Praha 1, zapsana u
Méstského soudu v Praze, oddil C, vlozka 387413, Statutarni organ: Anna Dempsey, jednatelka. Kontakt:
<privacy@cfopanorama.com>. Povérenec pro ochranu osobnich Gdajd neni jmenovan.

2. Kdo je subjekt udaju

Uzivatelé Sluzby (administrator, editor, prohlizejici), osoby pozvané k Gc¢tu a osoby, které jménem klienta
pfijimaji Smlouvu o zpracovani osobnich udajl nebo Hlavni smlouvu. Zaméstnavatel nebo klient, ktery
vam Ucet zfidil, je samostatnym spravcem svého rozhodnuti dat védm pristup. Patfi sem také Zadatelé o
Ucet, jehoz aktivaci schvaluji pracovnici poskytovatele.

3. U&ely a pravni zdklady

Uzavreni, sprava a prokazani smlouvy s klientem, ovéreni opravnéni zastupcul, schvéleni registrace,
sprava uzivatelskych u¢tl, podpora a nezbytné transakni zpravy: u zastupcl a uZivateld firemniho
klienta ¢l. 6 odst. 1 pism. f) GDPR - opravnény zajem na poskytovani a sprave Sluzby a ochrané pravnich
narok{; je-li smluvni stranou pfimo podnikajici fyzicka osoba, pro nezbytné uzavreni'a pInéni jeji smlouvy
¢l. 6 odst. 1 pism. b). Zabezpeceni platformy a diagnostika, vCetné prihlaseni, 2FA, omezeni pokusd,
priméfenych bezpecnostnich zaznam{ a odhaleni zneuziti: ¢l. 6 odst. 1 pism. f) - ochrana platformy a
klientskych dat. Uplatnéni a obhajoba pravnich narokd: ¢I. 6 odst. 1 pism. f). Udaje povinné vedené v
Ucetnich a dafiovych dokladech: Cl. 6 odst. 1 pism. c), podle pouzitelnych Gcetnich a dafiovych predpis;
bézné obchodni kontakty mimo tyto povinnosti: ¢l. 6 odst. 1 pism. f). Neprovadime rozhodovani zalozené
vyhradné na automatizovaném zpracovani, v¢etné profilovani, s pravnimi nebo obdobné vyznamnymi
Ucinky podle ¢lanku 22 GDPR.

4. Kategorie UdajU

Jméno, e-mail, funkce, organizace, role, jazyk a identifikator Uctu; Udaje potfebné pro registraci, ovéreni
opravnéni a komunikaci s podporou; ¢as a vysledek prihlaseni, IP adresa, identifikace prohlizece a stav
dvoufazového ovéreni; minimalni bezpecnostni a diagnostické zaznamy pfistupl a vyznamnych tkon(;
obsah transakcnich zprav a dorucenky; zaznamy o prijeti smluv, jejich verzi a hashi a o opravnéni
prijimajicich osob. Klientska provozni historie se zpracovava pro klienta podle DPA; jako samostatny
spravce z ni pouzivame pouze nezbytné Udaje pro Ucely v bodé 3. Hesla ukladame jako solené hashe a
tajné klice TOTP Sifrované. Pro uzivatelsky Ucet nezaddme rodné cislo ani zvlastni kategorie udajd.

5. Ucetni a PMS data klienta

Obsah, ktery klient nahraje (denik, doklady, mzdy, statistiky hotelu, jména dodavatell nebo host(),
zpracovavame jako zpracovatel podle DPA. K témto Gdajdim se zasady v bodech 3-4 nevztahuiji jako k
nasemu spravcovskému zpracovani. Zadost o pristup, opravu nebo vymaz takového obsahu smérujte na
klienta (vaseho zaméstnavatele nebo objednatele). My mu poskytneme soucinnost funkcemi Sluzby.
Zadost doru¢enou nam predame prislusnému klientovi a poskytneme zédkonnou soucinnost; sami
nerozhodujeme o vymazu Ucetnich dat celé spolecnosti na zadost jednotlivého uzivatele. Nasi povéreni
pracovnici mohou podle DPA pristupovat k datdim také pri nezbytném zavedeni, diagnostice importd a
provozu reportingu.

6. Prijemci

Google Cloud EMEA Limited a pridruzené spolecnosti (infrastruktura, region europe-west3 Frankfurt). Plus
Five Five, Inc. - Resend (transakcni e-maily; odesilani muze jit z EU, sprava Uctu a zaznamy v USA).



Microsoft Ireland Operations Limited (schranka podpory Microsoft 365, pokud nam napisete). Nasi
zaméstnanci s potrebou pristupu, vazani miCenlivosti. Dozorové organy, kde to uklada pravo. V
nezbytném rozsahu také profesionalni poradci vazani micenlivosti a soudy pfi ochrané pravnich narok.
Aktudlni poskytovatelé technickych sluzeb jsou uvedeni na
https://cfopanorama.com/legal/sub-processors.

7. Predani mimo EHP

Databaze, soubory a zalohy Sluzby jsou uloZeny ve Frankfurtu. Resend zpracovava udaje také v USA;
Google a Microsoft mohou v ramci podpory, globalni infrastruktury nebo vyjimek ze svych regionalnich
zavazkl zpracovavat Udaje ¢i k nim pristupovat mimo EHP. Pro prijemce s platnou certifikaci DPF
pokryvajici pfedani se pouzije rozhodnuti Komise (EU) 2023/1795. V ostatnich pfipadech pouzijeme pred
predanim odpovidajici zaruky, zejména sjednané standardni smluvni dolozky podle rozhodnuti (EU)
2021/914 a potrebne posouzeni a doplnkova opatfeni. Kopii pouzitelnych zaruk nebo informaci o nich si
mdzete vyzadat na privacy@cfopanorama.com; divérné udaje jinych osob mohou byt primérené zakryty.
Podrobnosti o prijemcich a mistech jsou v aktualnim seznamu poskytovateld.

8. Doba ulozeni

Uzivatelsky ucet uchovavame po dobu opravnéného pouzivani; pri jeho vymazu odstranime profil a
pfihlasovac] prostfedky bez zbytecného odkladu, i kdyz uzivatel dfive provadél dkony. Neusp&snou nebo
opusténou zadost o GUcet mazeme do 30 dni od zamitnuti, odvolani nebo posledniho kontaktu.
Samostatnou dlouhodobou historii beéznych zobrazeni stranek nevedeme. Nezbytné bezpecnostni a
diagnostické zaznamy uchovavame nejdéle 90 dni od udalosti. Pfipadné zbyvajici zaznamy po vymazu
uZivatele zobrazuji jen interni oznaceni, napf. ,smazany uZivatel #id“, a mazou se v pfislusné Ihité. Toto
oznaceni je pseudonymizace a mlze stale predstavovat osobni (daj. Klientské Gcetni a provozni zaznamy
se ridi pokyny klienta a DPA; vymaz uzivatelského G¢tu sdm nevymazdava ucetnictvi klienta.

Minimalni doklady o smlouvé, opravnéni, pokynech a provedeném vymazu uchovdvame po dobu smlouvy
a zpravidla nejdéle 3 roky po jejim skonceni pro ochranu pravnich narokd. Konkrétni spor, zakonna
povinnost nebo doloZena delsi pouzitelna lh(ta odlvodni pouze nezbytné delsi uchovani; pravidelné
posuzujeme, zda ddvod trva. Zaznamy konkrétniho incidentu uchovavame oddélené po dobu nezbytnou
k vaescra]nc; a souvisejicim povinnostem nebo naroklim. Vyjimky neznamenaji plosné uchovani klientskych
Ucetnich dat.

Docasné pracovni kopie podpory mazeme po odpadnuti potfeby, minimalni korespondenci k uzavfenému
pozadavku do 90 dni, neni-li potfebna pro uvedenou konkrétni povinnost nebo narok. Resend: obsah
zprav a dorucenky po dobu nastavenou v nasem Uc¢tu u Resend (omezeny pocet dni), nejpozdéji vSak
vymaz do 90 dni od ukonceni G¢tu (DPA Resend, pfiloha A). Microsoft 365: odstranéné zpravy Ize obnovit
14 dni, poté je Microsoft odstrani ve svém cyklu (nejdéle 30 dni); bez zadrzeni (hold) a archivace. Povinné
Ucetni a danové doklady uchovdvdame po dobu stanovenou pravem pro dany typ dokladu. Automatické
databazové zalohy zanikaji v sedmidennim cyklu; zbytkové kopie Google mohou byt odstranény az do
180 dni od zahajeni prislusného vymazu u Google. Zbylé kopie zlstavaji chranény a pri obnové se
vymazy znovu uplatni.

9. Vase prava

Mate pravo na pfistup, opravu, vymaz, omezeni, namitku proti zpracovani zalozenému na ¢l. 6 odst. 1
pism. f) a na prenositelnost tam, kde zpracovani probiha automatizované na zakladé smlouvy. Prava
uplatnéte na privacy@cfopanorama.com. MlzZete podat stiznost u Uradu pro ochranu osobnich Gdajl
(UOOU), Pplk. Sochora 27, 170 00 Praha 7, uoou.gov.cz. Jste-li v jiném ¢lenském staté EU, mUzete jit i k
tamnimu dozorovému Gradu. Vymaz neni absolutni: nezbytné Udaje Ize ponechat zejména pro spinéni
pravni povinnosti nebo urceni, vykon ¢i obhajobu pravnich narokl podle ¢lanku 17 odst. 3 GDPR. Zadost
posoudime a odpovime bez zbytecneho odkladu, zpravidla do jednoho mésice; zakonne prodlouzeni
oznamime s dlvody. TotoZnost ovérime jen v priméreném rozsahu.

10. Opravnény zajem a namitka

Opravnéné zajmy jsou popsany u jednotlivych Gceld v bodé 3. Proti zpracovani podle ¢l. 6 odst. 1 pism. f)
mUzete kdykoli vznést ndmitku z dlivodl tykajicich se vasi konkrétni situace. V dot¢eném zpracovani
nebudeme pokracovat, neprokdzeme-li zavazné opravnéné dlvody prevazujici nad vasimi zajmy, pravy a
svobodami nebo potfebu urceni, vykonu ¢i obhajoby pravnich narokd. Namitka se neposuzuje jako
automatické vzdani se prav nebo obecny souhlas s uchovanim.

11. Zdroj udajt

Udaje ziskavame od vas (registrace, prihlaseni, 2FA), od administratora klienta, ktery vas pozve, a
automaticky ze zarizeni pri pouzivani Sluzby. Udaje o uzavreni smlouvy vznikaji ve Sluzbé. Poskytnuti
jména, e-mailu a nezbytnych pfihlasovacich a bezpecnostnich dajd je podminkou zfizeni a bezpecného
pouzivani Uctu; bez nich Ucet nelze zfidit nebo provozovat. Nejde o obecnou zakonnou povinnost mit
ucet. Udaje nutneé k ovéreni opravnéni jsou podminkou pfijeti za spole¢nost. Nepovinné Udaje nemusite
poskytnout. Pri ziskani Gdajd od klienta vdm tyto informace poskytneme nejpozdé&ji pfi prvnim kontaktu,
jinak'v zédkonné |h{té podle ¢lanku 14 GDPR.


https://cfopanorama.com/legal/sub-processors

12. Zmény

Aktualni znéni je na https://cfopanorama.com/legal/user-privacy-notice, Podstatnou zmeénu oznamime
e-mailem na Ucet nebo oznamenim ve Sluzbe. O novém ucelu zpracovani poskytneme potrebné

informace pfedem; zmeéna téchto zasad sama nevytvari pravni zaklad a nevyZaduje od uZivatele souhlas,
pokud zpracovani stoji na jiném pravnim zaklade.



https://cfopanorama.com/legal/user-privacy-notice
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User privacy notice

CFO Panorama - Hospitality CEE, s.r.o. - version 1.2 dated 27 October 2026 (supersedes version 1.0 dated
30 September 2026 and version 1.1 dated 26 October 2026)

This notice, including information under Articles 13 and 14 GDPR, explains how Hospitality CEE processes
personal data of natural persons who have a user account in CFO Panorama (app.cfopanorama.com), and
of persons whose name and email appear on invitations, password resets or contract-acceptance
messages. Czech text prevails if the language versions differ. This notice covers processing where
Hospitality CEE is an independent controller (DPA Article 2.3). Accounting and PMS content uploaded by a
client is processed as a processor for that client; requests about that content go to the client.

1. Controller

Hospitality CEE, s.r.o., company ID 19489617, registered office Kaprova 42/14, Staré Mésto, 110 00
Prague 1, Czech Republic, registered at the Municipal Court in Prague, section C, file 387413. Statutory
body: Anna Dempsey, executive director. Contact: <privacy@cfopanorama.com>. No data protection
officer has been appointed.

2. Who this notice is for

Users of the Service (admin, editor, viewer), persons invited to an account, and persons who accept the
Data Processing Agreement or the Main Agreement for a client. The employer or client that granted you
access is a separate controller of that access decision. This also includes applicants for accounts whose
activation is approved by provider staff.

3. Purposes and legal bases

Concluding, administering and evidencing the client contract, checking representatives’ authority,
approving registrations, managing user accounts, support and necessary transactional messages: for
corporate-client representatives and users, Article 6(1)(f) GDPR - legitimate interests in delivering and
administering the Service and protecting legal claims; where a sole trader is personally the contracting
party, Article 6(1)(b) for steps and performance necessary for that contract. Platform security and
diagnostics, including sign-in, 2FA, rate limiting, proportionate security records and abuse detection:
Article 6(1)(f) - protecting the platform and client data. Establishing and defending legal claims: Article
6(1)(f). Data required in accounting and tax records: Article 6(1)(c), under applicable accounting and tax
laws; ordinary business contacts outside those duties: Article 6(1)(f). We do not make decisions based
ggleGIy on automated processing, including profiling, with legal or similarly significant effects under Article
DPR.

4. Categories of data

Name, email, position, organisation, role, language and account identifier; data needed for registration,
authority checks and support communications; sign-in time and result, IP address, browser identification
and two-factor status; minimal security and diagnostic records of access and material operations;
transactional-message content and delivery records; contract-acceptance records, versions and hashes
and accepting persons’ authority. Client operational history is processed for the client under the DPA; as
an independent controller we use only data necessary for section 3 purposes. Passwords are salted
hashes and TOTP secrets are encrypted. We do not request a birth number or special-category data for a
user account.

5. Client accounting and PMS data

Content the client uploads (journal, documents, payroll, hotel statistics, supplier or guest names) is
processed by us as processor under the DPA. Sections 3-4 do not treat that content as our controllership.
Address access, rectification or erasure requests for that content to the client (your employer or
contracting company). We assist the client through the Service. We forward a request received by us to
the relevant client and provide legally required assistance; we do not decide to delete an entire
company’s accounting data on an individual user’s request. Our authorised staff may also access data
under the DPA for necessary onboarding, import diagnostics and reporting operations.

6. Recipients

Google Cloud EMEA Limited and affiliates (infrastructure, region europe-west3 Frankfurt). Plus Five Five,
Inc. - Resend (transactional email; sending may be from the EU, account administration and logs in the



USA). Microsoft Ireland Operations Limited (Microsoft 365 support mailbox if you email us). Our
employees who need access, bound by confidentiality. Public authorities where the law requires it. Where
necessary, also professional advisers bound by confidentiality and courts for protecting legal claims.
Current technical service providers are listed at https://cfopanorama.com/legal/sub-processors.

7. Transfers outside the EEA

Service databases, files and backups are stored in Frankfurt. Resend also processes data in the USA;
Google and Microsoft may process or access data outside the EEA through support, global infrastructure
or exceptions to regional commitments. For recipients with valid DPF certification covering the transfer,
Commission Decision (EU) 2023/1795 applies. Otherwise, before transfer we use appropriate safeguards,
in particular agreed standard contractual clauses under Decision (EU) 2021/914 and necessary
assessment and supplementary measures. You may request a copy of applicable safeguards or
information about them at privacy@cfopanorama.com; others’ confidential information may be
proportionately redacted. Recipient and location details appear in the current provider list.

8. Retention

We retain a user account while its use is authorised; on deletion, we remove the profile and sign-in
credentials without undue delay, even where the user previously performed operations. Unsuccessful or
abandoned account applications are deleted within 30 days of rejection, withdrawal or the last contact.
We do not keep a separate long-term history of routine page views. Necessary security and diagnostic
records are retained for no more than 90 days from the event. Any records remaining after user deletion
display only an internal label, such as “deleted user #id”, and are deleted within the applicable period.
This is pseudonymisation and may still constitute personal data. Client accounting and operational
records follow the client’s instructions and the DPA; deleting a user account does not itself delete the
client’s accounts.

We retain minimal evidence of the contract, authority, instructions and completed deletion during the
contract and normally for no more than 3 years after it ends to protect legal claims. A specific dispute,
legal obligation or documented longer applicable period justifies only necessary longer retention; we
regularly assess whether the reason continues. Records of a specific incident are kept separately as
necessary for resolution and associated duties or claims. These exceptions do not mean blanket retention
of client accounting data.

Temporary support working copies are deleted when no longer needed, and minimal correspondence on
a closed request within 90 days unless needed for a specific duty or claim above. Resend: message
content and delivery records for the period configured in our Resend account (a limited number of days)
and in any event deleted no later than 90 days after termination of the account (Resend DPA, Exhibit A).
Microsoft 365: deleted messages are recoverable for 14 days and are then removed by Microsoft within
its cycle (at most 30 days); no hold or archiving. Mandatory accounting and tax records are kept for the
period legally required for their document type. Automatic database backups expire in a seven-day cycle;
residual Google copies may be erased up to 180 days from initiation of the relevant deletion at Google.
Remaining copies stay protected and deletions are reapplied on restoration.

9. Your rights

You have the rights of access, rectification, erasure, restriction, objection to Article 6(1)(f) processing,
and portability where processing is automated and based on contract. Use privacy@cfopanorama.com.
You may complain to the Czech Office for Personal Data Protection (UOOU), Pplk. Sochora 27, 170 00
Prague 7, uoou.gov.cz, or to the supervisory authority in another EU Member State where you live or
work. Erasure is not absolute: necessary data may be retained in particular to comply with a legal
obligation or establish, exercise or defend legal claims under Article 17(3) GDPR. We assess and respond
without undue delay, normally within one month; any statutory extension is notified with reasons.
Identity checks are proportionate.

10. Legitimate interests and objection

Legitimate interests are stated for each purpose in section 3. You may object at any time to Article 6(1)(f)
processing on grounds relating to your particular situation. We will stop the processing concerned unless
we demonstrate compelling legitimate grounds overriding your interests, rights and freedoms or a need
to establish, exercise or defend legal claims. An objection is not treated as an automatic waiver of rights
or general consent to retention.

11. Source of data

We obtain data from you (registration, sign-in, 2FA), from the client administrator who invites you, and
automatically from your device when you use the Service. Contract-conclusion data are generated in the
Service. Providing your name, email and necessary authentication and security data is a condition for
creating and securely using an account; without them the account cannot be created or operated. There
is no general legal duty to have an account. Data necessary to verify authority are a condition for
accepting on a company’s behalf. Optional data need not be provided. When data come from a client, we
provide this information no later than our first contact, otherwise within the statutory Article 14 GDPR


https://cfopanorama.com/legal/sub-processors

period.

12. Changes

The current text is at https://cfopanorama.com/legal/user-privacy-notice. We will notify a material change
by email to the account or by a notice in the Service. We provide required information before processing
for a new purpose; changing this notice does not itself create a legal basis and does not require user

consent where processing relies on another legal basis.



https://cfopanorama.com/legal/user-privacy-notice
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